Industrial Ethernet Training 01

Setting up default configuration of IE Training Kit

Abstract:

The devices delivered in the Training Kit are set to the factory default settings. This means
that the devices use the same IP addresses, leading to possible conflicts. This application
note is explaining how to change the IP addresses to use the boards and its devices.
Furthermore, it is explaining how to load the latest firmware to the devices. All other
Industrial Ethernet application notes will refer on the default configuration.
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Hardware reference

No. Component name Article No. Hardware / Firmware version
1 IE-Training Kit-01 2881730000 1.1.2 (Build 125086)
2
3

IE-Training Kit Content

No. Component name Article No. Hardware / Firmware version
1 IE-SR-4TX 2751270000 1.4.7
2 IE-SW-ALO8M-8TX 2682280000 1.08
3 IE-SW-ALO5M-5TX 2682250000 1.14
4 IE-CS-MBGW-2TX-1COM 2682600000 3.11

Software reference

No. Software name Article No. Software version

File reference

No. Name Description Version
1
Contact
Weidmdiller Interface GmbH & Co. KG For any further support please contact your
Klingenbergstralie 26 local sales representative:
32758 Detmold, Germany https://www.weidmueller.com/countries

www.weidmueller.com
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmiller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Factory defaults: IP addresses and user credentials

Number Device Order No. IPv4 Username Password
1 IE-SR-4TX 2751270000 LAN: admin Detmold
192.168.1.110
WAN: DHCP
2 IE-SW- 2682280000 | 192.168.1.110 admin Detmold
ALO8M-8TX
3 IE-SW- 2682250000 | 192.168.1.110 admin Detmold
ALO5LM-5TX
4 IE-SW- 2682250000 | 192.168.1.110 admin Detmold
ALO5LM-5TX
5 IE-CS- 2682600000 | 192.168.1.110 admin Weidmueller
MBGW-2TX-
1COM

Table 1: Default Credentials of the devices

These are the default addresses and user credentials to access the devices in the default state.

HINT: Please leave all devices unconnected from Ethernet to avoid IP address collision.
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3 Setup your host ethernet connection

HINT: The IP-addresses range 192.168.1.1 - 192.168.1.255 is most common for consumer
routers (e.g., DSL or TV cables internet access). If your local internet connection uses this IP
range, disconnect your computer from your local router before connecting to the Industrial
Ethernet Training Kit. Furthermore, note that the following description refers to Windows 10 as
operating system.

1. Now we are going to change the IP address of our PC, in order to be in the same network
as our devices on the Training Kit. To do this, we must open our Windows settings and
navigate to “Network & Internet” and then select “Change adapter” options in the menu
point “Advanced network settings”.

Status

Public network

You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties.

- B L] L | I 879 MB
ﬁ From the last 30 days

Properties Data usage

Show available networks
View the connection options around you.

Advanced network settings

gl Change adapter options
View network adapters and change connection settings.

% Network and Sharing Centre
For the networks that you connect to, decide what you want to
share.

Figure 1: Changing adapter options
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2. Now, we must locate which interface is used to connect the pc with the router and double
click on this interface. We can simply disconnect and then connect the Ethernet cable to
our router, then we can determine which Ethernet interface is used to connect to the router
as it will disappear and then reappear.

Organize ¥ B v (7]
L". Bluetooth Network Connection .:. Cellular :. Cisco AnyConnect Secure Mobility
o Not connected So=> o Not connected = Client Connection
P4 Bluetooth Device (Personal Area .. d:fm HP 1t4120 Snapdragon X5 LTE @2 Unidentified network
:. Ethernet L". u-link VPN Network L". Wi-Fi
o> Network 2 = _ Network cable unplugged > o Not connected
@D Intel(R) Ethernet Connection (4) I... W= TAP-Windows Adapter V9 X d:ﬂﬂ Intel(R) Dual Band Wireless-AC 82...

Figure 2: Determining the network interface

3. A new pop-up window will open, where we select “Internet Protocol Version 4” with a
double click.

U Ethernet Properties >
Networking  Sharing

Connect using:

I? Intel(R) Ethemet Connection (4) 1215-LM

This connection uses the following tems:

E8 Client for Microsoft Netwarks ~
’:E_: File and Printer Sharing for Microsoft Networks

3 Npcap Packet Driver (NPCAP)
3005 Packet Scheduler

'8 Intemet Protocol Version 4 (TCP/|Pvd)
O . Microsoft Network Adapter Multiplexor Protocol

. Microsoft LLDP Protocol Driver v
< >

Ingtall.. Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K Cancel

Figure 3: Navigating to IPv4 Settings
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4. A new window will open where you can change the IP address of your device. Please
change your IP address just like in the screenshot below to “192.168.1.15".

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtain an IP address automatically

(@) Use the following IP address:

IP address: (1 ] +192.168. 1 . 15 |
Subnet mask: e—+ 255.255.255. 0 |
Default gateway: ‘ . . . |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: ‘ . . . |

Alternative DNS server: ‘ . . . |

[[] validate settings upon exit

O . x Cancel

Figure 4: Changing the IP address
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4 Applying new IP addresses to the devices

Do not connect all devices with each other but instead connect to each one by one so there is no
network collisions and conflicts due to devices having the same IP.

This is the reference table for the new IP addresses to apply.

Number Device IP Order No.
1 IE-SR-4TX LAN: 192.168.1.10 2751270000
WAN: 10.10.10.10
2 IE-SW-ALO8M-8TX 192.168.1.20 2682280000
3 IE-SW-ALO5LM-5TX 192.168.1.30 2682250000
4 IE-SW-ALO5LM-5TX 192.168.1.40 2682250000
5 IE-CS-MBGW-2TX-1COM 192.168.1.50 2682600000

Table 2: IP addresses for the devices

4.1 Changing the router IP address

1. After changing the computer’s IP address, we can connect to the router’s web interface:
make sure the PC is physically connected to the router. Then, open a browser of your
choice. Type the default IP “192.168.1.110” of the router into the URL field. A window
opens, asking for the login credentials. Type in the default credentials from Table 1:
Default Credentials of the devices.

0 &) 192168.1.10/priv/privphp?id=h X

= @, | @& 192.168.1.110

Sign in to access this site
Authorization required by http://192.168
Your connection to this site is not secure

Username

Password

Sign in

Figure 5: Accessing router web interface
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2. Changing the IP address is done by navigating the menu tree to “Configuration” and then
selecting “IP Configuration”. First, change the “IP assignment” option via the drop-down
menu to “static”. Afterwards, change the IP address to “192.168.1.10” for the LAN interface
and to “10.10.10.10” for the WAN interface. Both subnet masks are “255.255.255.0".
Lastly, click on “Apply settings” to apply the new IP address.

Weidmiiller Router Configuration

Ié IE-SR-4TX-LTE Weidmiiller %

IE-SR-4TX-LTE/4G f

P Diagnostics

= Configuration

1P configuration
Config Wizard
P B ATELID - Operational mode: IP router ~| @
Packet filter o
b General settings 'WAN: (Ethernet bridge containing the following ports: eth1)
b Access control
b Network IP assignment
b VPN IP address: 10.10.10.10
b Services Subnet mask: 255.255.255.0
NAT {Masquerading): [6)
b system
¥ Information LAN: (Ethernet bridge containing the following ports: eth2) o
Usersémin® | |IP assignment: @
IP address: 1582.168.1.10
Subnet mask: 255.255.255.0
NAT (Masquerading): @
WWAN:
Dialmode: disabled  v| @
Default gateway:
1P address: I

Figure 6: Changing WAN and LAN IP address

3. To save the configuration, navigate to “System” and then to “Save”. In this menu, press
the button “Save settings”. This means that, for example, after a power loss, the
configuration remains the same.

IE-SR-4TX-LTE/MG -
System

P Diagnostics

’ Conﬂguration/o Save
= System

Backup setlings

State of your current configuration: changes made
Software update

Factory defaults

Save
Reboot ‘\e Save the currently active changes you've made to the non-volatile flash memory of the device (and on a potentially inserted card in

the SCM slot).

User- admin [

Figure 7: Saving the configuration

The device reboots and you can connect with the new IP address afterwards.

AN0082v1_2023/03 Weidmiiller 32 10



Setting up default configuration of IE Training Kit

4.2 Changing the IP addresses of the switches and Modbus Gateway

First, disconnect the Ethernet cable from the router and connect it to the switch to be able to
establish a connection.

1. Connecting to the switch web interface is done the same way as with the router. Type in
the IP “192.168.1.110” into the browser’s URL field and log in with the default credentials
from Table 1.

M [ IE-SW-ALOBM-8TX

=

< (@] @ 192.168.1.110

Industrial Ethernet Switch Configuration
IE-SW-ALO08BM-8TX

Ere TR System Information m
=
Frent Pane!
= _4 Basic Settings
System Setting System Name |E-SW-ALOBM-8TX
Admin Password System Description | Industrial 8-port managed Ethernet switch with 8x10/100Base-T(X)
IP Setting System Location
IPV6 Setting
Time Setting System Contact
LLDP SNMP OID 1.3.6.1.4.1.38187.4.1
Modbus TCP Firmware Version | v1.08
Backup & Restore
: Kernel Version v3.54
Upgrade Firmware
_| Port Settings MAC Address 00-15-TE-1D-00-28
I Redundancy Serial Number 020095C00015
& _] Multicast System Upti 0 Day(s) 1 Hour(s) 49 Min(s) 27 &
1 VLAN ystem Uptime ay(s) 1 Hour(s) in(s) ec(s)
| Traffic Prioritization Redundancy Setting| O-Ring: Healthy
_| DHCP Server/Relay
_| SNMP Enable Location Alert =
_| Security :"%
_| Warmnings 2
__| Monitoring/Diagnosis E
Save Configuration E
Factory Default E
System Reboot bl
Logout

4

Figure 8: Switch web interface menu
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2. To change the IP address, go to “Basic Settings” and then click on “IP Setting”. Once
again, change the “IP Assignment” via the drop-down menu to “Static”. Now, change the
IP address as depicted below to “192.7168.1.20” with the subnet mask “255.255.255.0” and
click “Apply”.

Industrial Ethernet Switch Configuration

IE-SW-ALO0SM-8TX

Expand Tree Menu IP SEttlng m

System Information o
Front Panel IP Assignment: | Static v

= _4 Basic Settings

System Setting IP Address  [192.168.1.20 |
Admin Password Subnet Mask | 255 255 2550 |
&

IPv6 Setting Gateway |0.0.0.D |
Time Setting \e DNS1 [0.0.00 |
LLDP

Modbus TCP DNS2 0000 |
Backup & Restore o

Upgrade Firmware m

Figure 9: Changing switch IP address

3. To keep the configuration after a power loss or restart, click on “Save Configuration” and
then press “Save”.

Expand Tree Menu Save Configuration [0
System Information
Front Panel Status: Current configuration saved to permanent flash memory.
_| Basic Settings
_| Port Settings m
_| Redundancy
1 Multicast ‘\e
_] VLAN

_| Traffic Prioritization
_| DHCP Server/Relay
_1 SNMP

_1 Security

_| Wamings
_| Monitoring/Diagnosis

=]
Factory Default

System Reboot
Logout

Figure 10: Saving the configuration

Note: Repeat the steps for the other devices on the Training Kit, such as the other switches
and the Modbus Gateway. The steps are the same for all the devices. Change the IP
address according to the IP addresses in Table 2: IP addresses for the devices.
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5 Firmware Update

We recommend updating the firmware of all devices for performance and security reasons.
You can find the latest version of the firmware in the Weidmiller Online Catalog at:
https://catalog.weidmueller.com/

The webpage for the downloads is depicted down below, with the firmware download option being
in the software section of the device.

0 | 3F 2751270000 1E-SR-4TX | Weidm: X | <+

< C O hips//catalogweidmueller.com/procat/Product jspise f=¢ AOCY 4 A Juctld=(9%St : s = @ @
Environmental conditions X
Guarantee
Interfaces
Management features
Power supply »
Technical data »

I Downloads - l

TP ETUICATTOUCUTETT OT CONTOTTTIY
Engineering Data
Product Change Notification es
Software
User Documentation
Catalogues
Classifications »
Approvals »
Accessories »
Related products »

More information More information More information Support & Service Contact

Figure 11: Online catalogue for download

Reset:

All Ethernet devices have reset switches to go back to the factory default configuration.

Please check the corresponding product manual how to find and use the reset switch.

The manual of each device can be found in the download section below the headline “User
Documentation” in the Online Catalogue.
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6 Results

With the completion of this Application Note, we know how to configure the basic settings, such
as the IP address of the devices. Besides, we know how to connect and log in to the devices’ web
interfaces. Furthermore, we can use them simultaneously without an IP traffic collision.
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