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Industrial Ethernet Training 04

Setting up an O-Ring network structure with Weidmueller
switches

Abstract:

Setting up a communication redundancy such as an O-Ring structure in your network
helps to protect critical links against network failures and keeps network downtimes at a
minimum. Ring redundancy in your network allows you to set up redundant loops and
routes resulting in a network with backup data transmission routes in the event of an abrupt
failure such as a disconnected or damaged cable. This application note provides an
example configuration of an O-Ring structure in your network.
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Hardware reference

No. Component name Article No. Hardware / Firmware version
1 IE-Training Kit-01 2881730000 1.1.2 (Build 125086)
2
3

IE-Training Kit Content

No. Component name Article No. Hardware / Firmware version
1 IE-SR-4TX 2751270000 1.4.7
2 IE-SW-ALO8M-8TX 2682280000 1.08
3 IE-SW-ALO5M-5TX 2682250000 1.14
4 IE-CS-MBGW-2TX-1COM 2682600000 3.11

Software reference

No. Software name Article No. Software version
1

File reference

No. Name Description Version
1
2
Contact
Weidmdiller Interface GmbH & Co. KG For any further support please contact your
Klingenbergstralie 26 local sales representative:
32758 Detmold, Germany https://www.weidmueller.com/countries
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmiller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Prerequisites for doing

You need to have the following hard- and software and documentation
e Industrial Ethernet Training Kit
e Application Note Industrial Ethernet Training 01 “Setting up default configuration of IE
Training Kit” for applying default IP address configuration
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3 Why and when O-Ring?

Per default, Weidmdiller switches do not have a redundancy protocol activated, meaning that in
the event of a component failure, the network would have a significant downtime which can be
severe in the production line. Therefore, Weidmadller implemented several redundancy protocols
(O-Ring, RSTP/MSTP, O-Chain and MRP).

All these redundancy protocols allow the user to build redundant topologies and therefore
implement robust networks with more than one path between all elements to avoid that a failure
in a link or in an element provokes a loss of communication.

It is important to know/understand the differences between these protocols to properly use them
depending on the scenario and requirements that we may find.

o O-Ring is the protocol with fastest recovery time and will be described in this application
note. It is always recommended to use because of its simplicity and good performance.
But it only works in ring topologies and if all the switches are Weidmdiller branded
(Advanced / Substation Line).

e Rapid Spanning Tree and Multiple Spanning Tree (RSTP/MSTP) are standard protocols
and therefore can be used to create redundant networks using switches of several brands.
The other condition that may force us to use RSTP is when the topology is not a ring (e.g.:
tree or mesh). If any of these two conditions apply, we will use RSTP/MSTP. It has to be
considered that in RSTP/MSTP the recovery time is worse than in O-Ring. The only
difference between RSTP and MSTP is that MSTP should be used when, besides the
redundancy, also Virtual Local Area Networks (VLANS) are configured in the switches.

e O-Chain is also a proprietary protocol (described in Application Note 05 O-Chain)
specifically designed to easily connect several Weidmiller switches to any existing
network or topology in a redundant way.

¢ Media Redundancy Protocol (MRP) is a standard protocol, that can be used in ring
topologies as well. It is not proprietary (as O-Ring) and therefore can be used to create
rings with Weidmdaller switches and different brands that also support MRP. The recovery
time of MRP is not as good as in O-Ring, but better than in RSTP/MSTP. The maximum
number of elements allowed in the ring is smaller than in O-Ring. It is important to note
that only Weidmdller Full Gigabit Switches of Advanced / Substation Line support MRP
protocol and that only the MRP-Client function is supported. Therefore, there should be at
least one device of another brand in the ring, acting as MRP-Manager.
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Focusing now on O-Ring redundancy, we can see that every switch has an ingoing and outgoing
port for all the data traffic, working in a unidirectional manner. This means, that data is only
transmitted in one direction through the ring, with one backup line which is blocked until a
malfunction occurs. Our backup route gets activated within a few milliseconds after failure and
allows network traffic to flow normally. The following picture shows a possible O-Ring protocol
constellation working and then showing the functionality of the backup line in the event of a broken
line.
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Figure 1: Example constellation of O-Ring topology
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4 Configuration of O-Ring

Since our Training Kit provides three switches, we will use only these as an example for a
configuration of O-Ring redundancy. First of all, please disconnect all cables and only connect
your computer via Ethernet cable to your 8-port managed switch or connect to any of your router’s
LAN ports and then connect the router to the switch. Furthermore, connect the two 5-port switches
on the Training Kit in a chain topology to the 8-port switch, one by one. By that, we do not have
any interference or traffic collisions when having two simultaneous connections.

1. After connecting all cables properly, go to the 8-port switch’s web interface. Make sure
your setup, including computer and possibly router, are in the same network and then
connect to the web interface with the IP 192.168.1.20 by typing it into the browser's URL
field and logging in with the default credentials.

B [ IE-SW-ALBM-8TX AR

& (@] A Notsecure | 192.168.1.20

Figure 2: Connecting to switch web interface

2. Forthe configuration settings, we navigate the menu tree to “Redundancy” and then select

the option “O-Ring”. First, enable the ring redundancy protocol by selecting “Enabled” in
the drop-down menu “Ring Redundancy” and set the switch as “Ring Master” by clicking
the checkbox. Then, we select the port in which the left 5-port switch is connected to as
the 1% ring port in the drop-down menu (in our case: Port 02).
Besides, select the 2™ ring port in which we will connect the third switch to have a ring
between the devices (note: do not connect the switches physically yet, as you will not be
able to connect to the third switch on the right due to two simultaneous connections). You
should see the status displaying “Broken”.
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Figure 3: O-Ring settings 8-port switch
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4.1 Configuration of 5-port switches

1. The next devices in the topology are the 5-port switches next to our 8-port managed
switch. We repeat the procedure explained beforehand by typing in 192.168.1.30 or
192.168.1.40 in the URL field.

2. Next, we once again navigate the menu tree, as we did in the 8-port switch, to
“‘Redundancy” and then “O-Ring”. Subsequently, we repeat once again the steps from
before but considering that the 5-port switches will not have the role of Ring Master as we
have already given this role to the 8-port switch and only one master is required. So,
activate the ring redundancy and then choose the two ports where the according switch is
connected to the 8-port and to the 5-port switch (in our case: Ports 01 and 02) and hit
Apply. Note that the status remains “Broken”.

Industrial Ethernet Switch Configuration Weidmiiller %
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Figure 4: O-Ring configuration 5-port switches

Repeat this procedure step by step for both 5-port switches on the Training Kit.
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4.2 Connecting switches physically

As mentioned before, we do not connect the last cable yet as to avoid traffic collisions. Having
the O-Ring configured properly, the switches are now able to detect the two identical routes and
manage our connection from the 8-port switch to the right switch on the board as the backup route
as depicted in the pictures at the beginning.

Therefore, connect the cable to finish the O-Ring redundancy protocol for the network.

Finally, check the Ring status of the switches to ensure that the O-Ring configuration is working
properly. If everything is working accordingly, save the configuration in the switches to ensure a
working operation even after a possible reboot of the device.

1. On the switch’s web interface, navigate to Save Configuration and press “Save”.

Industrial Ethernet Switch Configuration Weidmiiller %
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Figure 5: Saving configuration
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2. The ring status can be checked either in the System Information panel or O-Ring

redundancy settings.

Expand Tree Manu
=]
Front Panel
_ | Basic Seftings
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O-Ring
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Fast Recovery
_ | RETP
_| MSTP
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1 VLAN
_| Traffic Priaritization
_ | DHCP Server/Relay
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System Information

System Name | IE-SW-ALOSM-8TX
System Description | Industrial 8-port managed Ethernet switch with 8x10/100Base-
System Location |

System Confact |

SNMP OID 11.36.1.4.1.38187.4.1

Firmware Version |1.r1 .08

Kernel Version | v3.54

MAC Address 00-15-7E-1D-00-28 a
Serial Number 020095C00016 i

System Uptime | 6 Day(s) 23 Hour(s Min{z) & Sec(s)

_1 Security Redundancy Sel‘ting| O-Ring: Healthy

Figur‘(’e 6: O-Ring Status System Information panel
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Figure 7: O-Ring status in settings

AN0083v1_2023/03 Weidmiiller 35 11



Setting up an O-Ring network structure with Weidmueller switches

5 Results

We have now successfully setup the O-Ring redundancy feature of our switches to ensure a
steady and stable data transmission with backup routes in case of a failure. Furthermore, we
know how to configure the Ring Master and check upon the redundancy protocol status of the
switches. Moreover, the importance for a redundant network is apparent to ensure a secure
operation.
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