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Configuring static routes with a Weidmueller router

Abstract:

Routing is the primary action that happens in a computer network that transfers data from
source to destination, going from one node to another to reach the destination as quick as
possible. In this Application Note, a common way of routing in an industrial environment is
documented using the WAN interface and Network Address Translation (NAT).
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdiller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmdller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Prerequisites for doing
You need to have the following hardware and documentation
e Industrial Ethernet Training Kit
e Application Note Industrial Ethernet Training 01 “Setting up default configuration of IE
Training Kit” for applying default IP address configuration
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3 Why is routing important?

In order to connect different networks, such as an office network with a network from the
production line, we can define a static route to find the foreign network. Of course, this does only
work, when a router is connected to both networks for example by using its WAN and LAN ports.
You can imagine the idea of a static route like a default gateway.

A computer, which is located inside a WAN network, has a defined network range in which it is
able to send packets to other network devices. If a receiver IP address is outside of this network,
the computer cannot send any data to this device as it is unknown for the computer. This changes
when we have a defined gateway where the packets can get sent to. Or in this case a static route.
Example: A computer placed in a WAN network “10.10.10.x” is only able to communicate with
network devices placed in the same network “10.10.10.x". A router, connected to the WAN
network and also a local network “192.168.1.x” through its LAN interface would in theory make it
possible for the computer to communicate with any network devices inside the “192.168.1.x”
network. However, because the computer has no knowledge of the network “192.168.1.x” and
does not know how to communicate with the devices in it, the packets destined for it get lost.
Implementing a static route here means, that we configure a specific direction for the packet to
travel to. In this case, we would configure that the network “192.168.1.x” can be found through
the IP address “10.10.10.10”, which is the router’'s WAN IP.

In comparison to a default gateway, only packets with the destination “192.168.1.x” are sent to
the configured address, whereas a default gateway means that every unknown destination IP
address gets sent to the configured gateway IP address.
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4 Why do we need a WAN connection?

In the next steps, we will connect our PC over WAN to the router instead of LAN to simulate two
different company networks. The other devices on the Training Kit remain connected to the router
via LAN. The computer is connected to the router via its WAN port. A possible application for such
a setup would be a moving production station, such as an automated guiding vehicle (AGV). Such
an AGV would be connected to the network via WAN to ensure a wide range for the computer to
operate in and to stay connected when moving around.
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5 Establishing a WAN connection

As of now, the switches, the Modbus gateway and the computer are connected via LAN to one
another on the Training Kit. In the next steps we are going to connect the computer to the WAN
network port of the router to demonstrate the use of a static route.

1. First, we are going to change the IP address of the computer’s Ethernet interface to an IP
address inside of the router's WAN IP range. Open the Windows settings and go to
“‘Network & Internet”. Select “Change adapter options” under “Advanced network
settings”.

Status

Public network

You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties.

= Tt N 879 MB
ﬁ From the last 30 days

Properties Data usage

Show available networks
View the connection options around you.

Advanced network settings

@ Change adapter options

View network adapters and change connection settings.

% Network and Sharing Centre
For the networks that you connect to, decide what you want to
share.

Figure 1: Changing adapter options
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2. Locate the corresponding Ethernet interface and click on it. To find out which adapter is
the right one we can simply disconnect and reconnect the Ethernet cable to the router and
choose the adapter that reappears.

E Network Connections

<« 2 v A ¥ . Control Panel Network and Internet Metwork Connections

-

Organize = Disable this network device Diagnose this connection Renarne this connection » - v [ 0

l: Ethernet
S  Unidentified network

< |ntel(R) Ethernet Connection (4) 1...

Figure 2: Locating the network interface

3. Open the “Properties” and then click on “Internet Protocol Version 4 (TCP/IPv4)”.

™

Networking  Sharing

Connect using:

@ Intel(R) Ethemet Connection (4) 1215-LM

Corfigure...

This connection uses the following items:

ECIierﬂ for Microsoft Networks A
E' File and Prirter Sharing for Microsoft Metwaorks

¥ Npcap Packet Driver (NPCAP)

leOoS Packet Scheduler

o Intemet Protocol Version 4 (TCP/|Pvd)

Microsoft Network Adapter Multiplexor Protocaol

Microsoft LLDP Protocol Driver v

RO RKIK R E

Description

Allows your computer to access resources on a Microsoft
netwaork.

oK Cancel

Figure 3: Navigating to IPv4 Settings
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4. A new window opens where we can change the IP address of the computer. Change the
IP address as depicted below to “10.10.10.20” and the subnet mask to “255.255.255.0”.

Internet Protocol Version 4 (TCP/IPv4) Properties Y

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 19 .10 .19 . 20

Subnet mask: 255,255 . 255 . 0|

Chbtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server: l:l

[ validate settings upon exit e

Cancel
Figure 4: Changing the IP address

Furthermore, we should check if there are multiple IP addresses configured in the

advanced settings. If this is the case, it may lead to network issues. To check if more than
one IP address is configured, click on the button “Advanced...”.

Internet Protocol Version 4 (TCP/IPv4) Properties K

General

‘fou can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(@ Use the following IP address:

IP address: ¢ (R 1 R [ G
Subnet mask: 255 . 355 , 255 . 0|

Cbtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server: l:l

[validate settings upon exit TR

Cancel
Figure 5: Opening advanced IP settings
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6. The advanced IP settings should look like the following picture. In case there are any
additional IP addresses configured on this interface, simply remove them by selecting the
additional IP address and then clicking on “Remove”.

Advanced TCP/IP Settings X
IP Settings DNS  WINS
IP addresses
IP address Subnet mask
10.10.10.20 255.255.255.0
| Add. || Edt. |_Remove |
Default gateways:
Gateway Metric
LA Add... | Edit. .. Remove
Iz Automatic metric
Interface metric:
[oc ] comcel |

Figure 6: Checking advanced IP settings

7. After applying the newly configured settings, make sure that your Ethernet cable is
connected to the WAN port since we can only reach the router with the WAN IP address

now.

To do so, type “10.10.10.10” into the browser's URL field and log in with the user

credentials.

A Not secure

|;

|E-SR-4TX-LTEMG

= Diagnostics
System State
Eventlog
WAN
LAN
WWAN
Ping test
Remote capture

P Configuration
P System

10.10.10.10.

System data

System name:

Device type:
Serial-No.:
Firmware version:
MAC-Address WAN:
MAC-Address LAN:

Device mode:

Weidmiiller Router Configuration
IE-SR-A4TX-LTE

IE-SR-4TX-LTE/4G-
AX20131010

IE-SR-ATX-LTE/MG
AX20131010

1.4.0 (Build 143757)
00:18:92:07:D6:3F
2A:18:92:07:D6:3F

IP router

System state
Date & Time:

Uptime:

u-link certificate:

OpenVPN
sessions:

IPsec tunnels:

Figure 7: Connecting to router web interface with WAN
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(Europe/Berlin)
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Masters: active 0, listening 0, Clients: 0

0

Weidmiiller 3£ 11



Configuring static routes with a Weidmueller router

8. As explained before, by default packets can only be sent to devices in the known
network range.
Of course, this does also apply to switches and Modbus Gateways. When, for example,
the computer is trying to send a packet to the 8-port managed switch after implementing
a static route (next paragraph), it does reach the destination since this network can be
found via the router. The switch on the other hand, does not know the IP address of the
computer.
This means, that even though the network is reachable by the computer, the switch is
not able to respond since the sender’s IP address is outside of the switch’s network
range.
To manage this problem, we must activate the Network Address Translation (NAT)
option in the router. This option overwrites the sender’s IP address with the router’s IP
address, meaning that the switch can simply reply back to the router, which then
redirects the packet back to the computer.
To do this, navigate to “Configuration” then “IP Configuration” and enable the “NAT
(Masquerading)” checkbox for both the LAN and WAN interfaces.

I g Weidmiiller Router Configuration

IE-SR-4TX-LTE Weidmiiller <

|E-SR-4TX-LTE/AG Configuration
P Diagnostics o

= Configuration

Config Wizard

[PEIIIIETI] Operational mode: 6]

Packet filter

IP configuration

b General settings WAN: (Ethernet bridge containing the following ports: eth1)
P Access contral

b Network IP assignment:

b VPN IP address: [10.10.10.10 |

b Services Subnet mask: |255.255.255.0 |

MNAT (Masquerading): H
P System

P Information LAN: {Ethernet bridge containing the following ports: eth2)

User: admin [3 IP assignment: @
IP address: |192.168.1.10 |
Subnet mask: 255.255.255.0
NAT (Masquerading):

Figure 8: Activating NAT (Masquerading)

ANO0095v1_2023/04 Weidmiiller 35 12



Configuring static routes with a Weidmueller router

6 Static routes

We can now use the WAN interface of the router and its network range properly with the
configurations done. The LAN network of the router is still not reachable for the computer though,
meaning that any devices in the LAN network area, such as the switches and the Modbus
Gateway, are unknown for the computer.

You can confirm this by trying to ping any of the devices in the LAN network by typing in “ping
192.168.1.20” in the Command Prompt of the computer. The request times out.

Users\ »ping 192.168.1.28

.28 with 32 bytes of data:
out.

out.

out.

ived = 8, Lost

Figure 9: Pinging switch without static route

This is the point where we implement a static route to give the packets a clear direction where
they can find the unknown network.

1. To configure a static route on the computer, open the Command Prompt as an
administrator and type in the following command:
“route -p ADD 192.168.1.0 MASK 255.255.255.0 10.10.10.10 METRIC 80”
The first IP address states the destination and the mask defines the network’s subnet
mask. The last IP address stands for the device through which we can find the
“192.168.1.0" network, the “METRIC” simply gives this route a priority value. Lower
metrics are considered faster and are prioritized over higher metrics. Furthermore, -p
stands for persistent, meaning that this route is saved even through a restart of the
computer. If you do not want it to be saved, simply leave the “-p” out of the command.
You can imagine this command expressed in words like this:
The network 192.168.1.0 with the subnet mask 255.255.255.0 can be found through the
IP address 10.10.10.10. with the metric 80.

C:\WINDOWS\system32>route ADD 192.168.1.8 MASK 255.255.255.8 16.18.16.18 METRIC 88

Figure 10: Adding the static route
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2. After implementing this route, we can try to ping any device in the LAN network. As we did
before, we try to ping the 8-port switch with the IP address “192.168.1.20". We can see
that we can successfully ping the device in the LAN network.

C: \WINDOWS\system32>ping 192.168.1.208

Pinging 192.168.1.28 with 32 bytes of data:
Reply from 192.168 20: bytes=32 time=5ms TTL=127
Reply from 192.168 20: bytes=32 time=3ms TTL=127

i I
1.

Reply from 192.168.1.26: bytes=32 time=3ms TTL=127
i I

Reply from 192.168 20: bytes=32 time=3ms TTL=127
Ping statistics for 192.168.1.28:
Packets: Sent = 4, Received = 4, Lost = 8 (8% lo
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 5ms, Average = 3ms

Figure 11: Pinging switch with static route

Note: If the static route already exists or you want to delete the route, you can delete it with the
following command:

“route DELETE 192.168.1.0".

As soon as you have done this, you can just add it again as described in chapter 6.
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7 Results

After completing this application note we have now achieved the skills to establish a connection
to a device via WAN, to properly use the network address translation (NAT) and we can redirect
specific packets with a specific destination over a static route. With this skillset, we can now
establish a connection between two networks, such as the office network and the production line
network.
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