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Industrial Ethernet Training 06

Configuring QoS on a Weidmueller switch

Abstract:

QoS is the short form for quality of service. It is used to optimize the performance of
multiple applications on a network with resource intensive systems such as Voice over IP
(VolP), video on demand (VOD) or real-time data traffic. It is also used to gain visibility to
delay, Jitter and the packet rate of the network. This application note provides a
configuration of Quality of Service for the network devices on the Training Kit.
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmiller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Prerequisites for doing
You need to have the following hardware and documentation
e Industrial Ethernet Training Kit
e Application Note Industrial Ethernet Training 01 “Setting up default configuration of IE
Training Kit” for applying default IP address configuration
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3 Why is Quality of Service (QoS) important?

Let us assume your application, e.g., a production machine, depends on real time data transmitted
through your network. In this case, it might be necessary to implement QoS to ensure the real
time network traffic is handled with higher priority than other data.

QoS prioritizes data traffic with a higher value which enables detailed management in your
network. QoS could for example help to prioritize video and voice data so they don’t have to wait
in a queue which could result in Jitter or stuttering. If Traffic Prioritization is not enabled the safe
communication between two devices cannot be ensured. File Transfer Protocols on the other
hand get lower QoS values because they do not rely on low-latency transport.

There are two QoS policies, the weighted fair queuing scheme and the strict priority queuing
scheme. The weighted fair queuing scheme will always egress eight frames of the highest priority,
four frames of the priority beneath, and so on. This ensures that lower priority frames will not
starve. The strict priority scheme will egress only the frames with the highest priority available.

Frames
Frames
. sent
Queue - High first
Queue - Middle second
& Destination
& Queue - Low third
Interface
Queue - Lowest fourth

Figure 1: Strict priority queuing scheme

The strict priority queuing scheme will always egress only the packets with the highest frames.
This means there will only be high priority packets be sent, as long as there are some in the
gueue. If the high priority Queue is empty, the middle priority frames will be sent until the queue
is empty and so on.
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Figure 2: Weighted fair queuing scheme

The weighted fair queuing scheme is a scheme that prioritizes but helps to not let frames starve.
It starts with egressing eight frames out of the high priority queue and moves down to the middle
gueue, where it egresses four frames. Then it will move down to the low priority queue and

egress 2 frames. Lastly it will egress one frame out of the lowest priority queue. Now it will start

from the beginning and eight frames out of the high priority queue will be egressed.

QoS is NOT available in the Lite Managed models (IE-SW-ALO5M-5TX of the IE-
Training-KIT-01)
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4 How does QoS work?

QoS is a feature usually set in switches or router devices. The 8-port switch of the Industrial
Ethernet Training kit allows three different programming modes of QoS: COS (Class of Service),
TOS (Type of Service) and Port-based priority.

COS is used at the data link layer (OSI model) and consists of a 3-bit field in the 802.1Q VLAN
(Virtual local area network) or 802.1P frame header. When COS is enabled these 3 bits are used
to set the priority (0-7) which determines if a frame has a high priority or must wait in the queue
in case of congestion. The value of the three bits that indicate the priority according to COS have
to be set by the end devices connected to the switch.

Every Weidmiuiller switch supports a different number of queues, the 8-port switch on the Training
Kit has four queues: lowest, low, middle, high (other Weidm{ller switches support 8 queues, such
as the Gigabit Switch series). The packet’s priority is assigned by the default value of the port or
the value of the three bits assigned to set the priority according to 802.1P. An example for this
would be “000” this is the standard priority, “111” on the other hand is the priority code for
“immediate”. There are also untagged packets, which do not have a VLAN tag. These untagged
packets will get a default value based on the port’s value they arrive on.

TOS is used in the network layer (OSI model) and enables IP Precedence. It uses DSCP
(Differentiated Services Code Point) which is a 6-bit field inside of a byte in the IP header. This 6-
bit field is built as follows:

Meaning precedence delay throughput | reliability reserved
Bits 7 | 6 |5 4 3 2 I
Table 1: Construction of the DSCP field
Every Bit has a different value when set to 1.
Bits 5 4 3 2 1 0
Value 32 16 8 4 2 1

Table 2: Roots of the 64 DSCP values

In binary format these 6 bits cover a range from 0 to 63, so there are 64 different values in total.

By this, the assignment of the priority is very individual. The File transfer protocol would rely on
throughput, this means that the byte would look like this “010 010” (x stands for the precedence
bits). Where an Email would lay its focus on reliability and the byte would look like this “xxx 001”.
Another good example would be Ethernet/IP with “101 111”. Looking at the active bits, you can
see that a low delay, a high throughput and a high reliability is important. Together with the
Precedence, the bits add up to a value of 47, as you can see in Table 1.

Finally, the port-based priority is not based on any standard and does not analyze any
information on the received frames. In this mode, the user just defines the priority of each port
considering the importance of the devices connected to the different ports.
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4.1 Settings for Class of Service

1. To use COS, you first must navigate to “Traffic prioritization” on the menu-bar of your IE-
SW-ALO8M-8TX Switch and select “Policy”. Here you can choose if you want to use QoS
port-based, COS or TOS and if you want a “strict priority scheme” or a “weighted fair
gueuing scheme”. We are going to navigate to “Policy” and select “COS only” in the drop-
down menu and the “strict priority scheme”. After completion, please press “Apply”.

Expand Tree Menu PDIIGY

System Information

Front Panel QoS Mode :
__| Basic Settings
_ | Port Settings QoS5 Policy :

__| Redundancy

__| Multicast

_ | VLAN

= _4q Traffic Pricritization
Folicy
Port-based Priority
COs/ai2 1p
TOS/DSCP

Figure 3: Selecting COS as QoS Mode

CUse an 8.4.2 1 weighted fair queuing scheme
® Use a strict priarity scheme

ANO0085v1_2023/03 Weidmiiller 3t 9



Configuring QoS on a Weidmueller switch

2. Now we are going to navigate to COS/802.1p. We can assign the four priority values to
the eight COS values in the first table and in the table below we can assign default values
to ports of the switch. This must be done in a way that packets with no VLAN tag can be
treated according to the ports default value. Now you can apply the changes, click on Save
Configuration in the menu and COS will work.

Fl;ont Panel Priority assignment to COS value
_ | Basic Seftings

“1 Port Settings Cos Priority
j Redundancgy 0
] Multicast 1
_:| VLAN o 2
= _4 Traffic Prioritization
Policy :
Port-based Priority 4
TOSIDSCP R
_‘|HCF'Sewer.iFleIay &
) SNMP i
1 Security
__| Warnings
| Manitoring/Diagnosis Default COS value assignment to port
Save Configuration
Factory Default Port Mo, COS
System Reboot Port 01
e Port 02
Port 03
Port 04
Port 05
Port 06
Port 07
Port 08

Note: For COS-activated traffic prioritization an incoming packet having no VLAN tag will be treated according to
this port-related COS value.

Figure 4: Assigning COS values to ports
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4.2 Settings for Type of Service (TOS)
The difference between TOS and COS has been explained in chapter 4: How does QoS work?
1. To use TOS, we first must switch the “Traffic Prioritization Policy” to TOS. Therefore, we

must navigate to “Policy” and switch the QoS Mode to “TOS only” and select a QoS Policy.

Those are explained in 3 Why is Quality of Service (QoS) important?. Now “Apply” the
settings.

Expand Tree Menu Pol ICy m 3
System Information
Front Panel QoS Mode : | TOS only

_| Basic Seftings

_| Port Settings QoS Policy :

"| Redundanc -~

:: Multicast . ) Use an 8,4,2,1 weighted fair queuing scheme
) VLAN ®) Use a strict priority scheme

= _4 Traffic Prioritization 7
e

FPort-based Priority
COS/802.1p
TOS/IDSCP

Figure 5: Selecting TOS as QoS mode
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2. Now, we can further configure the TOS Settings. Therefore, we must navigate to

“TOS/DSCP” (differentiated services). With DSCP we have 64 values we can assign to
our four priority values (Lowest to High). Now, apply the changes and TOS will be
activated. The example “010 010" of FTP that is mentioned above, would have a decimal
value of 40, which would have a medium priority. Another example are the PTP Event
Messages that have a value of 59. Hence 59 should have a high priority and the CIP
Priority Low has a DSCP value of 31 which should have a low priority.
If the network would be beleaguered, the PTP Event Messages would be prioritized, and
the CIP Priority Low would have to wait until the network has capacity for it. This could
result in starvation of the CIP Priority Low. If this is a problem because the CIP Priority
must not starve, then we can change the QoS Policy to “weighted fair queuing scheme”.

Expand Tree Menu TOS/DSCP
System Information
Front Fanel DSCP 0 1 2 3 4 5 [ 7
1 Basic Seftings Friority | Lowest v | [ Lowest v |[ Lowest v | Lowest v || Lowest v || Lowest || Lowest v || Lowest v|
B FETEEITE DSCP 8 9 10 11 12 13 14 15
_‘I Redgndancy Priority | Lowest v \ | Lowest V|| Lowest V|| Lowest V|| Lowest V|| Lowest V|| Lowest VH Lowest V|
j :‘ﬂ:a“ pscP| 16 17 13 19 20 21 22 23
5 Trafic Prioritization Priority| Low v |[Low  w|[Low  ~|[Low  ~][Low ~|[Low ~|[[Low w]|[Low +]
Policy DSCP 24 25 26 77 22 29 30 31
Port-based Priority Priority | Low + ‘ | Low V|| Low V|| Low V|| Low v|| Low V|| Low VH Low V|
COS/802.1p DSCP 32 33 34 a5 36 37 38 39
~ [ TOS/DSCP Priority | Middle + |[Middle + |[Middle | Middle v || Middie v || Middle v |[Middle v || Middle v|
) 207 SR DSCP| 40 # 2 2 44 5 % 47
_| SNMP X : : : n n n - .
e p— Friority | Middle ~ |[Middle ~ |[Middle ~ |[Middle v || Middle v || Middle ~ || Middle || Middle |
= _ | Warings DSCP 43 49 50 51 52 53 54 55
__| Monitoring/Diagnosis Priorty| High v |[High v|[High ~|[High ~|[High ~][High v|[High ~]|High +|
Save Configuration DSCP 56 57 58 59 60 61 62 63
Faclory Default Friority| High v |[High ~|[High ~|[High ~]|[High ~|[High ~|[High ~|[High +]|
System Reboot
Logout

Figure 6: Assigning priority to DSCP values
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4.3 Settings for port-based priority

1. Once again, to use Port-based priority, we first must switch the “Traffic Prioritization
Policy” to “Port-based”. Therefore, we must navigate to “Policy” and switch the QoS Mode
to “Port-based” and select a QoS Policy (these have been explained in chapter 3: Why is

Quiality of Service (QoS) important?). Now, click on “Apply”.

S
Qos Mode :

QoS Policy :

Expand Tree Menu

System Information

Front Panel
_| Basic Settings
_| Paort Settings
_ | Redundancy
_ | Multicast
_1 VLAN

= 4 Traffic Prioritization

FPort-bazed Priority

COS/802.1p
TOS/IDSCP

(O Use an 8.4 2 1 weighted fair queuing scheme
(®) Use a strict priority scheme

m\e

Figure 7: Changing policy to port-based

2. To configure the proper priority, navigate to the menu below Policy called “Port-based
Priority”. As an example, we go down in priority from “High” to “Lowest” in two steps for
each port. This means, that a PLC connected to Port 1 of the switch, would have the
highest priority for its traffic, whereas any device in Port 8, like a sensor, would have the
lowest priority and would have to wait in case of a congested network traffic.

Expand Tree Menu
System Information

Front Panel
_ | Basic Settings
_| Port Settings
_ | Redundancy
_ | Mutticast

=]
COS/802.1p
TOSIDSCP
_ | DHCP Server/Relay
_1 SNMP
_| Security
_'] Wamings
_ | Monitoring/Diagnosis
Save Configuration
Factory Default
System Reboot
Logout

Figure 8: Configuring port-based priority
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_1 VLAN Port 04 | Middle v
=1 _4 Traffic Pricritization Port05 | Low
Paolicy

Port-based Priority [T

Port No.  Priority
Port 01 |High
Port 02 |High
Port 03 | Middle v

Port06 |Low v
Port 07 || Lowest v
Port 08 | Lowest v

LT

N «—0

Mote: Port-based priority only will be active if port-hased QoS Mode is selected (Menu P
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5 Results

After completing this application note we have now achieved the skills to set up QoS in a
Weidmuller switch. This allows us to apply settings to prioritize real time data over other data.
This has the consequence that we can prioritize production station traffic over E-mails for
example. In other words, this means that even with a beleaguered network we can assure that
the production will get the necessary data.
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