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1. Introduction

1.1 Overview

IE-CS-MBGW-2TX-1COM is a multi-purpose Serial/Ethernet converter and Modbus TCP/RTU-ASCII protocol gateway and is equipped with
one configurable RS232/422/485 port and two Ethernet RJ45 ports (acting like an unmanaged 2-Port switch). The ComServer / Modbus
Gateway is designed for industrial applications and fitted with a robust housing.

1.2 Device Features
The ComServer / Modbus Gateway supports 6 different operating respective service modes:

Virtual COM Mode Using this mode a PC-based application - normally communicating to a connected serial device by a
physical COM port - can communicate alternatively with a (remote) serial device using an Ethernet based
communication via [E-CS-MBGW-2TX-1COM. This modes requires the installation of a virtual COM Port
driver on the application PC (Setup via Weidmiiller ComServer / Modbus Gateway Utility).

TCP Server The device is running as a pure media converter between serial and Ethernet Interface. The device waits
passively for host computer(s) to establish a TCP/IP connection to exchange data with the connected serial
device. Any payload of a TCP packet will be converted into a serial data stream and vice versa.

TCP Client As TCP Client the ComServer is running as a pure media converter between serial and Ethernet Interface.
The device establishes actively a TCP/IP connection to the specified host(s) (TCP Server) to exchange data
with the connected serial device. Any incoming serial data will be sent as payload of a TCP packet to the
defined TCP Server(s).

£

]
=
w

UDP Server/Client In mode UDP Server/Client the device is running as pure media converter between serial and Ethernet
Interface. The device can act as UDP Client and UDP Server simultaneously.

Ethernet1

Modbus Serial Master In this operation mode the device is running as media and protocol converter (Gateway) between
to TCP Slave Gateway  Ethernet-based Modbus TCP and serial Modbus RTU/ASCII devices. This mode allows to integrate Modbus
TCP Slaves into a serial Modbus application (RS232/RS485) with a Modbus RTU/ASCII Master.

SeriallEthernet/Modbus Gateway

2662600000

Modbus TCP Master The device is running as media and protocol converter (Gateway) between Ethernet-based Modbus TCP
to Serial Slave Gateway  and serial Modbus RTU/ASCII devices. The function is to access serial Modbus RTU/ASCII Slaves by one or
several Ethernet-based Modbus TCP Master(s).

February 02, 2023 / Edition 1.3.1 Page 4
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2. Hardware Description

Front View

\ 1: Terminal block for power input
| PWR1/PWR2

['2: Factory reset button
- Press reset button < 5 seconds to
reboot the device (Warm Start).
- Press reset button >= 5 seconds to
reset the Converter/Gateway to
factory default settings.

| 3: Power input LEDs (PWR1/PWR2) |
4: Link/Activity LEDs Ethernet Ports

Description of LED Indicators

NJ

Hardware Specifications

Pinout of Serial Interface DB-9 Connector

RS-485 2 wire: Data-, Data+, GND
Flow Control XON/XOFF, RTS/CTS, DTR/DSR

LED Color | Status Description Interfaces
PWR1 Green | On Power is supplied to power input PWR1. Ethemet Ports 2 x RJ45 10/100BASE-T(X) auto negotiation speed, F/H
PWR2 Green | On Power is supplied to power input PWR2. emet Fol duplex mode and auto MDI/MDI-X connection
Eth1 G On Ethernet Port 1 is connected. 1x DB9 connector {male)
reen - - - N
Blinking | Data is fransmitted. * Interface Settings RS-232/422/485
Eth2 Green |-ON Ethernet Port 2 is connected. « Baud Rates 110 bps to 460800 bps
Blinking Data is transmitted. e DataBits7 8
Rx Amber | Blinking Receiving serial data. e Parity odd ! K
Tx Green | Blinking Transmitting serial data. Serial Port . S?orgyB?ts {ezven, none, mark, space
Note: If - after connecting the Converter/Gateway to the serial device via a RS485 2-wire ’
connection - the Rx LED is constantly on (Amber) though no data fraffic has been started, * gg'igg g{D: I‘\B:PITRIS‘} CT(SBN%TR DSR, DCD, GND
this indicates a reversed connection of DATA- (A) and DATA+ (B) between the devices s mees B Xk, T
(RS485 cabling error) * RS5-485 4 wire: Rx-, Rx+, Tx+, Tx-, GND
.
-

LED Indicators

PWR 1/ 2 (Power supply)
Eth 1/ 2 (Ethernet Port Link / Activity)
Tx / Rx (Serial Port Data Transmit / Receive)

DIP Switch

SW1:Sets Pull-Up resistor to 1 KQ (ON) or 150 Q (OFF)
SW2:Sets Pull-Down res. to 1 KQ (ON) or 150 KQ (OFF)
SW3:Enables (ON) / Disables (OFF) Line Termination

Power supply

Input Voltage

24V DC (1210 48 V DC), 2 redundant inputs

Ethernet 1/ Ethernet 2 . RS-232 Rs-485") RS-485
(Etherne ernet 2) Pin# | (DTE Device) Rs422") {4-wire) (2-wire)
5: Data Transmission LEDs Serial 1 DCD RX- RX- DATA- a
Port (Tx / Rx) 2 RXD RX+ RX+ DATA+ b
3 XD TXr T+ — -
| 6: Serial Port (DB male Connector) | |4 DTR TX- TX. — 2 ~
5 GND GND GND GND - o
7: DIP switches for serial line resistor g g?g - - © >
settings: . 8 TS
E 5 SW1: Sets pull-up resistor to 1 KQ 9 RI
] 2 (ON) or 150 KQ (OFF) .
2 SW2: Sets pull-down resistor to 1 1) Note: Above table shows the corrected pinouts for RS-422 and RS-485
z KQ (ON) or 150 KQ (OFF) 4-wire interface modes. In previous document V1.0 the
§ 2 SW3: Enables/ Disables line assignments for RX-/RX+ and TX-/TX+ were reversed!
termination

2662600000

8: 2 x Ethernet RJ45 Ports

10/100BASE-T(X), behave as 2
Port unmanaged switch

Attention:

The document can be downloaded from the Weidmidiller Online Product
Catalogue. Select or search for device name IE-CS-MBGW-2TX-1COM or part
number 2682600000 and refer to section ‘Downloads’.

February 20, 2023 / Edition 1.3.1

For device installation and for Safety notice refer to document ‘Hardware
Installation Guide’ for IE-CS-MBGW-2TX-1COM (Part No. 2682600000).

Current Consumption 005A-01A
One removable 4-pin terminal block, Wiring cable 12-
Connection FAANG
Overioad Current
Protection Present
Reverse Polarity
Protection Present
Physical Characteristics
Housing P30 protection, metal
Dimension (W x H x D) 261 % 110%75.2 mm (1.02 % 4.33 x 2.95 inch)
Weight 200q
Installation DIN-rail, Wall

Environmental conditions

Operating Temperature -40 to 70°C (-40 to 158°F)

Storage Temperature -40 to 85°C (-40 to 185°F)

Ambient Relative Humidity |5 to 95% (non-condensing)

Altitude up to 2000 m

Regulatory Approvals

Safety UL §1010-1; UL 61010-2-201
EN 55032, EN 55024, FCC Part 15 Subpart B Class A,
IEC 61000-4-2 ESD: Contact: 4 KV; Air: 8 KV,

EMC |IEC 61000-4-3 RS: 80 MHz bis 1 Ghz; 3Vim,
|EC 61000-4-4 EFT: Power: 0.9 kV; Signal: 0.5 kV,
|IEC 61000-4-5 Surge: Power: 0,5 kV; Signal: 1 kV,
IEC 61000-4-6 CS: 3 Vrms

Shock |EC 60068-2-27

Free Fall |EC 60068-2-31

Vibration |EC 60068-2-6

MTEF

Time [1.479.078 hrs

Database [Telcordia SR332

Warranty

Time Period [5 years
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3. Getting Started

3.1 Hardware Installation
Install and power-up the device according to ‘Hardware Installation Guide’ for IE-CS-MBGW-2TX-1COM (downloadable from the Weidmidiller Online
Product Catalogue). Consider the safety notices mentioned in the HIG.

3.2 Device Access and Configuration
[E-CS-MBGW-2TX-1COM has to be configured primarily via Web interface.
Additionally, some basic configuration settings can be done via the Command Line Interface using a SHH console access. The CLI based
configuration provides only limited options in comparison to the full-featured web-based configuration.
Software ‘ComServer / Modbus Gateway Utility’ (downloadable from the Weidmidiller Online Product Catalogue) can be used for device search
(across a switched network) and for installation of a virtual COM-Port driver.

3.3 Web Interface Access
Login credentials (Factory default settings):
IP address / Netmask: 192.168.1.110 / 255.255.255.0
Username: admin
Password: Weidmueller
Connect the PC to any Ethernet port of the Converter/Gateway and set the PC’s IP address to a free one of range 192.168.1.0 / 255.255.255.0.
Start a Web browser and enter the IP address of the connected device into the browser’s address line (http://192.168.1.110).
After the appearance of the prompt (login) enter the login credentials. After successful input of username and password the Converter/Gateway will
be displayed.

3.4 Console Access via SSH
Use for SSH console login (eg. via tool PUTTY) the same credentials as for Web interface access.

Refer to page 37 of this document about short introduction of using the command line interface and the implemented commends.

Note: By factory default settings both the Web interface access via HTTP and HTTPS as well as the SSH console access are allowed.

February 02, 2023 / Edition 1.3.1 Page 6
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4. Web Interface Configuration

Subsequent pages provide a detailed description about the web menu structure and configuration
pages in terms of functional and parameter settings.

For access to the Web interface any browser can be used. If the device is still set to factory
defaults use IP address 192.1.68.1.110 and username admin and password Weidmueller for
login.

February 02, 2023 / Edition 1.3.1 Page 7
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4.1 Menu Basic Settings = System Information

Login page providing a system overview showing these parameters.

Description of parameters

System Name

Shows model name when set to factory default
settings. Editable via menu ‘Device Description’.

Industrial ComServer / Modbus Gateway

IE-CS-MBGW-2TX-1COM

Weidmiiller 3£

Weidmiiller %<

www.weidmueller.com

System Description

Shows by factory default a functional description of
the device. Editable via menu ‘Device Description’.

System Location

Empty by factory default. Editable via menu ‘Device
Description’.

System Contact

Empty by factory default. Editable via menu ‘Device
Description’.

Firmware

Running firmware version. Can be updated via menu
‘Upgrade Firmware'.

MAC address

Device specific MAC address for identification

Serial Number

Device specific production number for identification

System Uptime

Provides the elapsed time since device start-up or

last reboot.

February 02, 2023 / Edition 1.3.1

Collapse Tree Menu

= 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password

= 4 Serial Port Setting
Serial Configuration
Data Pracessing
Service Mode

= 4 System Wamnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

= 4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor
Alive Message
Ping

= 4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default

System Reboot

System Information

-

System Name

|E-C5-MBGW-2TX-1COM

System Description

Industrial Serial-to-Ethernet Converter and Modbus Gateway

System Location

System Contact

Firmware Version: V3.02h
MAC Address: 00-15-7Te-1d-0e-6f
Serial Number: 021057A07442

System Uptime:

34 Day(s), 02 Hour(s) 48 Min(s) 10 Sec(s)

Home page after login

Page 8
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4.2 Menu Basic Settings - Device Description

Configuration of device specific identification and application
parameters.

Weidmiiller 3£

Description of parameter settings

System Name

System Description |enter any name and descriptions for device or
application identification.

System Location

System Contact

February 02, 2023 / Edition 1.3.1

Collapse Tree Menu
System Information

= _4 Basic Settings
E
IP Configuration
Ethermnet Port Setting
Time Setting
Admin Password

El 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

El 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

El 4 Monitoring/Diagnostics
System Event Log

Basic Settings — Device Description

System Name:

IE-C5-MBGW-2TX-1COM

System Description:

Industrial Serial-to-Ethernet Converter and Modbus Gateway

System Location

System Contact

Apply

Factory default settings

Page 9
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4.3 Menu Basic Settings - IP Configuration

Configuration of network settings of Ethernet interface.
Collapse Tree Menu

Both ports behave like an unmanaged Ethernet switch. System Information Basic Settings — IP Configuration
= _4 Basic Settings

. - Device Description
Description of parameter settings IP Configuration LAN Interface
IP Configuration Selection of IP address assignment (Static or DHCP/BOOTP) Eﬁ?"s?n?n? Setting IP Configuration Static ~
Admin Password IP Address 192 168.1. 110
Parameters for static IP address assignment: Slw]| ST SR Netmask 255 2552550
- Serial Configuration Gatewa
IP address Device IP address Data Processing DNS S - 1
. Ty i erver
Netmask Assignment of network range _ B Senvice Mode
=l 4 System Warnings DNS Server 2
Gateway Gateway IP address Syslog Setiing
. SMTP Setting
DNS Server 1 IP address of primary DNS server SNMP Trap Setiing
DNS Server 2 IP address of secondary DNS server Event Selection Factory default settings

El 4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monito
Alive Message
Ping

February 02, 2023 / Edition 1.3.1 Page 10
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4.4 Menu Basic Settings - Ethernet Port Setting

Configuration of Ethernet port settings.

Description of parameter settings
State Enables / Disables the Ethernet port.
Transmission mode of Ethernet port.

Selectable values:
AutoNegotiation, 100 Full, 100 Half, 10 Full or
10 Half

Speed/Duplex

February 02, 2023 / Edition 1.3.1

Weidmiiller 3£

Collapse Tree Menu
System Information

= 4 Basic Settings
Device Description
IP Configuration
Time Setting
Admin Password

E 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

E 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

E 4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor

Basic Settings — Ethernet Port Setting

Port State Speed/Duplex

Ethernet 1 Enabled AutoNegotiation w

Ethernet 2 Enabled AutoNegoetiation v
Factory default settings

Page 11
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4.5 Menu Basic Settings = Time Setting

Configuration of device time settings.

Weidmiiller 3£

Description of parameter settings

Set Clock from PC (Button)

Sets the system time same as the connected PC’s
date/time.

Enables / Disables date/time synchronization via a remote

SNTP Client .
time server.
' Select time zone from drop-down list suitable to the device
Time Zone )
location.
Time Server Enter IP address or Domain name of the time server.
Port Port number of used time protocol (Default = 123).
Sync Status Shows the latest synchronization status with time server.

Notes: When powering-up the system date/time initially is set to date/time
01.01.2020 00:00:00.

When the device is ready after start-up and if SNTP Client is enabled, the
system time automatically will be updated if the defined time server can be

accessed.

February 02, 2023 / Edition 1.3.1

Collapse Tree Menu
System Information

= _{ Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Ej
Admin Password

[ 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

= 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

= 4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monito
Alive Message
Ping

= 4 Management

Basic Settings — Time Setting

[ system Time | wed Jan 012020 00:21:00 GMT+0100

| Set Clock From PC

SNTP Client

(O Enable @ Disable

Time Zone

(GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

Time Server

pool.ntp.org

[Port [122

Sync Status 01-00-2020, 00:20:38: Time synchronization disable
[ Apply |
Factory default settings
B ot ® oo Screenshot of selectable -
Time Zone (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbo time zones .
e Sy (GMT-05:00)Indiana (East) -
(GMT-04:00)Atlantic Time (Canada)
Sync Status (GMT-04:00)Caracas, La Paz

(GMT-04:00)Santiago

(GMT-03:30)Newfoundland

(GMT-03:00)Brasilia

(GMT-03:00)Buenos Aires, Georgetown

(GMT-02:00)Mid-Atlantic

(GMT-01:00)Azores, Cape Verde Is.

(GMT)Casablanca, Menrovia

(GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

(GMT+01:00)Amsterdam, Berlin, Bem, Rome, Stockholm, Vienna

(GMT+01:00)Belgrade, Bratislava, Budapest, Ljubljana, Prague
(GMT+01:00)Brussels, Copenhagen, Madrid. Paris, Vilnius
(GMT+01:00)Sarajevo. Skopje. Sofija, Warsaw, Zagreb
(GMT+02:00)Athens, Istanbul, Minsk

(GMT+02:00)Bucharest

(GMT+02:00)Cairo

(GMT+02:00)Harare, Pretoria

(GMT+02:00)Helsinki, Riga, Tallinn

Page 12
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4.6 Menu Basic Settings - Admin Password

Password change of administrator account (admin).
Note: Only this account is available for device access.

Weidmiiller 3£

Description of parameter settings:

Enter current password if a new password shall be set

Old Password
(mandatory).
New Password Enter new password.
Confirm Password Enter new password for confirmation.

Factory default access credentials for login:

User: admin

Password: Weidmueller

Note: After clicking ‘Apply’ button the login windows appears requiring the new
password.

February 02, 2023 / Edition 1.3.1

Collapse Tree Menu
System Information

= 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting

Time Setting
B

= 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

= 4 System Wamings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

= 4 Monitoring/Diagnostics.
System Event Log
Modbus Traffic Monitor
Alive Message
Ping

= 4 Management
Access Security
Backup & Restore
= Upgrade Firmware

Basic Settings — Admin Password

Set Admin Password

Old Password

New Password

Confirm New Password

Page 13
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4.7 Menu Serial Port Setting = Serial Configuration

Configuration menu for interface and control settings of serial Port1.

Description of parameter settings:

Port Alias

Port Alias can be used to describe or identify the connected
serial device. Enter any identifying name or device description.

Interface

Select the interface type for the connected serial device.
Available interfaces: R$232, RS422, RS485 (2-wires) and RS
485 (4-wires).

Baud Rate

Selection of the serial transmission speed. Selectable values
range from 110bps to 460800bps.

Data Bits

Choose the number of data bits (5, 6, 7 or 8).

Stop Bits

The number of bits used to indicate the end of a byte.
Selectable values 1 or 2.

Parity

Selectable values: None, Even, Mark, Space

Flow Control

Selection of hard-, software-based or deactivated flow control.
Selectable values: None, XON/XOFF, RTS/CTS, DTR/DSR

Performance

Latency: Guarantees shortest response time.

This option ensures that any received character incoming at
Serial Port will be sent immediately to the Ethernet network and
the payload of each incoming IP packet will be forwarded
immediately to the serial device without any buffering.

Throughput: Guarantees highest data throughput.

This option minimizes the overall Ethernet packet overhead by
using a larger payload in Ethernet frames consisting of buffered
received serial data.

Note: This parameter is only valid for Service Mode Virtual

COM.

February 02, 2023 / Edition 1.3.1

Collapse Tree Menu
B System Information
E 4 Basic Settings
E) Device Description
B IP Configuration
B Ethernet Port Setting
By Time Setting
B Admin Password
Bl _4 Serial Port Setting
= 4 Serial Configuration
& Data Processing
B Service Mode
Bl 4 System Warnings
B} Syslog Setting
B SMTP Setting
E) SNMP Trap Setting
B Event Selection
B4 Monitoring/Diagnostics
By System Event Log

B Modbus Traffic Monitor

B Alive Message
B Ping

E 4 Management
B Access Security
B} Backup & Restore
B Upgrade Firmware

Serial Port Settings — Serial Configuration

\J

Port1

Port Alias Port0

Interface RS232 A
Baud Rate 38400 A4
Data Bits 8 A4
Stop Bits 1 v
Parity None v
Flow Control MNone hd
Performance @® Throughput O Latency

Page 14
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4.8 Menu Serial Port Setting - Data Processing (Overview)

Configuration menu for setting the behavior of data processing.
Via these options the data flow (Latency, Buffering, etc.) between Ethernet
and serial interface and vice versa can be adapted.

By Device Description
These parameters only are applicable for service modes & IP Configuration rort
p y PP I Serial to Ethernet Data Transmission
o , B Ethernet Port Setting
- Virtual COM & Time Setting Force TX Interval Time | 0 ms
- 'TCP Server B Admin Password : Delimiter(Hex 0~fi)  [1:o0  [2:[ 00 3 |00 [+ [oo0
- 'TCP Client’ and = 3 Serial Port Setting Flush Data Buffer After | 0 ms
- ‘UDP Server/Client [y Serial Configuration
' [ Data Processing
& Service Mode Ethernet to Serial Data Transmission
For Modbus service modes E 2y System Warmings Delimiter(Hex 0~ff) 1:| 00 [2: [ oo 3: [ 00 [4: ] 00 <«
- ‘Serial Master to TCP Slave Gateway’ and E Syslog Setting Flush Data Buffer After 0 ms

- ‘TCP Master to Serial Slave Gateway’

these data processing parameters do not have any effect. Modbus related
parameters can be configured in the configuration menu of the selected
Modbus service mode.

February 02, 2023 / Edition 1.3.1

Collapse Tree Menu
E) System Information
=y Basic Settings

Ey SMTP Setting
B SNMP Trap Setting
Ey Event Selection

= 4 Monitoring/Diagnostics
B System Event Log
B Modbus Traffic Monitor
B Alive Message
B Ping

= 4 Management
B Access Security
& Backup & Restore
B Upgrade Firmware
B Factory Default

B System Reboot

Serial Port Settings — Data Processing

Parameters for Serial to
Ethernet data transmission
(See explanation on the
next pages).

Nate: Parameters for data processing only are valid for service modes Virtual COM
Port, TCP Server, TCP Client and UDP Server/Client. For Modbus service modes
these data processing parameters do not have any effect. Modbus related parameters
have to be configured in the Web menu of the selected Modbus service mode.

Parameters for Ethernet to
serial data transmission
(See explanation on the
next pages).
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4.8.1 Description of Data Processing: Behavior of Serial to Ethernet interface data flow

Generally, the overall data flow from receiving data at serial interface (Port 1) and sending out to the Ethernet
interface depends on parameters

- Delimiter (Byte value) [1]

- S2E Flush Data Buffer After (Timer) [2]

- Force TX Interval Time (Timer) [3]
which control the behavior of Serial-to-Ethernet-Input-Buffer [1, 2] and Transmit-to-Ethernet-Output-Buffer [3].

Behavior of Serial-to-Ethernet-Input-Buffer:

If Delimiter byte(s) are set to 00 then input buffering always is disabled independent of setting of timer
parameter “S2E Flush Data Buffer After". In this case each incoming byte from serial port will be forwarded
immediately to the Transmit Buffer.

Note: If Delimiter(s) shall be applied then always use first Delimiter 1 (being not 00) followed by Delimiter 2, 3
or 4 if necessary.

If Delimiter byte(s) do have a value other than 00 AND ‘S2E Flush Data Buffer After' is set to 0 (ms), then
incoming bytes will be buffered as long as no Delimiter(s) will be received and match. If the delimiter
condition match or if the buffer is full (4 kBytes) then data of input buffer will be forwarded to Transmit Buffer.

If Delimiter byte(s) do have a value other than 00 AND “S2E Flush Data Buffer After” is set > 0 (ms) then
incoming bytes will be buffered as long as

- delimiter settings do not match or

- elapsed time since first received byte < defined “S2E Flush Data Buffer After” time.
If one of the conditions triggers, then the buffer content will be forwarded to transmit buffer immediately.

Note: Timer parameter ,S2E Flush Data Buffer After‘ only can be used in combination with delimiter settings.
If Delimiter byte(s) are set to 00 (disabled) then ,S2E Flush Data Buffer After' does not have any effect.
Independent of parameter settings the data always will be forwarded if the buffer is full (4kByte).

Behavior of Transmit Buffer:

If timer parameter ,Force TX Interval Time'is set to 0, then output buffering is disabled. Each incoming byte
or byte block received from S2E Input Buffer will be sent out immediately as an IP packet via Ethernet
interface.

If Force TX Interval Time'is set 0, then buffering is enabled. In this case the ComServer periodically sends
out each defined ‘Force TX Interval Time' the content of the Transmit buffer as IP packet(s) via Ethernet
interface.

February 02, 2023 / Edition 1.3.1

Serial Port Settings — Data Processing

Diag

-

>

Parameters for Serial to
Ethernet data transmission

Port :
Serial to Ethernet Data Transmission E
Force TX Interval Time | 0 ms g
Delimiter(Hex 0~f) [ 100 [2: 00 3 oo [4 [oo
Flush Data Buffer After | 0 ms E

.................... H

Ethernet to Serial Data Transmission

Delimiter(Hex 0~ff) 1] oo [2:] 00 3 [ oo

Flush Data Buffer After 0 ms

Mote: Parameters for data processing only are valid for service modes Virtual COM
Port, TCP Server, TCP Client and UDP Server/Client. For Modbus service modes
these data processing parameters do not have any effect. Modbus related parameters
have to be configured in the Web menu of the selected Modbus service mode.

ram of data processing and buffering

Buffers for Serial to
Ethernet data transmission

Data processing Serial to Ethernet Data Transmission

Any Serial Device

Serial
Interface

N T

S2E Input Buffer controlled by Transmit Buffer controlled by

parameters: ¥ | parameter- +

¢ | - Delimiter Bytes 1 -Force TX Interval Time 3 :
t | - S2F Flush Data Buffer After 2 2
e e e e e e -2
Data processing Ethernet to Serial Data Transmission iz

E2S Input Buffer controlled by parameters:

- Delimiter Bytes
- E2S Flush Data Buffer After

-

v

Interface

-

‘ Any Ethernet Device ‘

Note:

Parameter ‘Force TX Interval Time* can be used to increase the payload of an
Ethernet frame by gathering more bytes of the serial input stream. But consider
a possible impact on timing requirements regarding the serial application behind

the Ethernet side . Independent of this parameter the data always will be sent

out if the buffer is full (4kByte).
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4.8.2 Description of Data Processing: Behavior of Ethernet to Serial interface data flow

General the overall data flow from receiving the payload of an Ethernet frame and sending out at serial
interface (Port 1) depends on parameters

- Delimiter (Byte value) [1]

- S2E Flush Data Buffer After (Timer) [2]

which control the behavior of Ethernet-to-Serial-Input-Buffer.

Behavior of Ethernet-to-Serial-Input-Buffer:

If Delimiter byte(s) are set to 00 then input buffering always is disabled independent of setting of timer

parameter ‘E2S Flush Data Buffer After’. In this case the payload of each incoming IP packet immediately

will be send to the serial interface.

Note: If Delimiter(s) shall be applied then always use first Delimiter 1 (being not 00) followed by Delimiter 2,
3 or4if necessary.

If Delimiter byte(s) do have a value other than 00 AND ‘E2S Flush Data Buffer After' is set to 0 (ms), then
the payload of incoming IP packet(s) will be buffered as long as no delimiter byte(s) will be received and

match. If the delimiter condition match or if the buffer is full (4 kBytes), then buffer data will be sent out at
serial interface.

If Delimiter byte(s) do have a value other than 00 AND ‘E2S Flush Data Buffer After is set > 0 (ms), then
the payload of incoming IP packet(s) will be buffered as long as
- the delimiter settings do not match or
- the elapsed time since first received byte/payload has not reached defined ‘E2S Flush Data Buffer
After* time.
If one of the conditions triggers, then the buffer content will be sent out at the serial interface immediately.

Note: Parameter ,E2S Flush Data Buffer After' only can be used in combination with delimiter settings. If
Delimiter byte(s) are set to 00 (disabled) then ‘E2S Flush Data Buffer After* does not have any effect.
Independent of parameter settings the data always will be sent out if the buffer is full (4kByte).
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Serial Port Settings — Data Processing

\J

Port1

Serial to Ethernet Data Transmission

Force TX Interval Time | O

Delimiter(Hex 0~)  [1:Joo  [2:0o 3 [oo [+ Too
Flush Data Buffer After | 0 ms

Ethernet to Serial Data Transmission

Delimiter(Hex 0~f) 1o [2-Joo 3 [ oo [4-T oo

Parameters for

Flush Data Buffer After 0

Ethernet to serial

Any Serial Device

Note: Parameters for data processing only are valid for service modes Virtual COM data transmission
Port, TCP Server, TCP Client and UDP Server/Client. For Medbus service modes
these data processing parameters do not have any effect. Modbus related parameters
have to be configured in the Web menu of the selected Modbus service mode.
Diagram of data processing and buffering
Data processing Serial to Ethernet Data Transmission
S2E Input Buffer controlled by Transmit Buffer controlled by @
P parameters: | parameter: > 2
o | - Delimiter Bytes - Force TX Interval Time ° a
E & | - S2E Flush Data Buffer After g3 B
L o i~ =
L7 =] W N RN NN RN N NS RN EEEEEAEEEEEEEREEEEE EEEEEEssEEEEssEEEEEEEEEEEEEEED = @ @
= : Data processing Ethernet to Serial Data Transmission o= ﬁ
: >
E2S Input Buffer controlled by paramelers: | _ 5
. % <<
- Delimiter Bytes 1
- E2S Flush Data Buffer After 2

Buffer for Ethernet to
serial data transmission
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4.9 Menu Serial Port Setting = Service Mode: Virtual COM

In Virtual COM mode a PC-based application - which normally communicates to a connected
serial device by a physical COM port - alternatively can communicate with a (remote) serial
device using an Ethemet based communication via the Serial/Ethernet Converter (ComServer).

To use this function a specific Virtual COM port driver has to be installed and configured on the
PC, emulating a COM port that can be selected by a software application like a physical COM
port. For installing a virtual COM port, the software tool “ComServer / Modbus Gateway Utility”
(Weidmiiller-CS-MBGW-Utility.exe) has to be used. When installed and activated the virtual
COM port driver establishes a TCP/IP connection to the ComServer. Any data sent from the
PC’s application to the virtual COM port will be forwarded as IP packet payload to the
ComServer and finally sent out to the serial port. Any data received from the serial port will be
handled vice versa.

The Virtual COM mode supports up to 5 simultaneous TCP/IP connections, allowing multiple
hosts (each having installed a virtual COM port driver) to exchange data with the same serial
device at the same time.

Description of parameter settings:

Disables or enables an SSL/TLS encrypted TCP/IP
communication between initiating TCP Client and this ComServer
(TCP Server).

Data Encryption

Disconnects established TCP/IP connection(s) after defined Idle
time (seconds) if there is no further data transmission on the

serial interface (due to Inactivity). If Idle Timeout = 0 seconds the
ComServer never will terminate a consisting TCP/IP connection.

Idle Timeout

The ComServer sends according to the defined interval time
(seconds) periodically TCP alive check packages to the remote
host(s) to evaluate the TCP connection. If the TCP connection is
no longer alive, the connection will be closed.

Alive Check

Defines the maximum number of simultaneous TCP/IP host

Max Connections )
connections.

Note: The behavior of data processing (Latency, Buffering, etc.) between Ethernet and serial
interface and vice versa can be adapted via parameters ‘Force TX Interval Time’,
‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port Setting = Data

Processing.
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Service Mode: | Virtual COM

Portl TCP Server
Data Encryption { 1 CP Client
UDP Server/Client

Idle Timeout
Alive Check

Modbus: Serial Master to
Modbus: TCP Master to Seri

P Slave Gateway

Max Connections

|1

Collapse Tree Menu
& System Information

£ 4 Basic Settings
B Device Description
B P Configuration
[ Ethernet Port Setting
B Time Setting
B Admin Password

B 4 Serial Port Setting
B Serial Configuration
B Data Procassing
[ Service Mode

E 4 System Wamings
B Sysleg Setting
B SMTP Setting
B SNMP Trap Setting
B Event Selection

E 4 Monitoring/Diagnostics
B System Event Log
B Modbus Traffic Monitor
B Alive Message
B Ping

E 4 Management
B Access Security
B Backup & Restore
B Upgrade Firmware
4 Factorv Default

Serial Port Sety

gs — Service Mode

\J

Service Mode: | Viriual COM

Portl

Data Encryption (SSLTLS) () Enable ® Disable

ldle Timeout 0 0~65535 secs
Alive Check 40 0~65535 secs
Max Connections 1 v |1~5

Service mode “Virtual

COM” is selected

at

Factory default settings.

Use of service mode Virtual COM:

» Ithas to be used together with software “ComServer / Modbus Gateway Utility”.

»  For running a virtual COM port application, only software “ComServer / Modbus Gateway Utility” needs
to be configured. This tool allows to set both, the service mode “Virtual COM” and all mode-related
parameters on a connected ComServer via the internal communication protocol.

*  When creating / mapping a virtual COM Port on the PC the software establishes - based on the
configured communication parameters - a TCP connection to the ComServer.

» See page 38 for more detailed information about “ComServer / Modbus Gateway Utility”.
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Service Mode: [ Virtual COM ~
Virtual COM

4.10 Menu Serial Port Setting = Service Mode: TCP Server

Port1
Data Encryption { 1CP Client
UDP Server/Client

Idle Timeout

In mode TCP Server the Communication Server is running as a pure media converter oo Modbus: Serfal MasterJTCP Slave Gateway
. X . . e bhed Modbus: TCP Master to S&al Slave Gateway
between serial and Ethernet Interface. The device waits passively for host computer(s) Max Connections [\ V[

to establish a TCP/IP connection to exchange data with the connected serial device.
Any payload of a TCP packet will be converted into a serial data stream and vice versa.

Up to 5 simultaneous connections are supported, allowing multiple hosts to exchange Colanse Tree M
. . . ollapse lree Menu . . .
data with the serial device. System Information Serial Port Se¥{ings — Service Mode
= EE;Si:SISgimpﬁm Service Mode: | TCP Server v
Description of parameter settings 'Epm‘i:::f;:':"s"emng Porl
Disables or enables an SSL/TLS encrypted TCP/IP Time Setting (i Eveyritem (R
. . . C e . . £ Admin P: d it
Data Encryption communication between initiating TCP Client and this Lt Teinet Negotiation
ComServer (TCP Server). Serial Configuration TCF Server Por
Data Processing Idle Timeout 1] 0~65535 secs
Telnet Negotiation Disables or enables the use of Telnet protocol for establishing a Service Mode Alive Check 40 0~65535 secs
. . 45 Warni =
g connection by a TCP client. 7 JV&;:::DQ et Max Connections 1 VY P
Port number on which the ComServer is listening as TCP SMTP Seting
TCP Server Port Server g SNMP Trap Setting
. Event Selection I .
= 4 Monitoring/Diagnostics Inltlall Settlng§ aﬂer
Disconnects existing TCP/IP connection(s) after defined Idle System Bvent Log selection of this mode
K X i L. Modbus Traffic Monitor
ldle Timeout time (seconds) if there is no further data transmission on the Alive Message
serial interface (due to Inactivity). If Idle Timeout = 0 seconds the . Ja::‘;emem
ComServer never will terminate a consisting TCP/IP connection. Access Security
Backup & Restore
The ComServer sends according to the defined interval time E:fﬁi;:;::‘;“e
Alive Check (seconds) periodically TCP alive check packages to the remote System Reboot
host(s) to evaluate the TCP connection. If the TCP connection is
no longer alive, the connection will be closed.
! Defines the maximum number of simultaneous TCP/IP host
Max Connections !
connections.
Note: The behavior of data processing (Latency, Buffering, etc.) between Ethernet and
serial interface and vice versa can be adapted via parameters ‘Force TX Interval
Time', ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port Setting > Data
Processing.
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4.11 Menu Serial Port Setting = Service Mode: TCP Client

In mode TCP Client the ComServer is running as a pure media converter between
serial and Ethernet Interface. The device establishes actively a TCP/IP connection
to the specified host(s) (TCP Server) to exchange data with the connected serial
device. Any incoming serial data will be sent as payload of a TCP packet to the
defined TCP Server(s). Up to 5 simultaneous connections are supported, allowing
multiple hosts to exchange data with the serial device.

Service Mode: | Virtual COM

Virtual COM
Port1 TCP Server
Data Encryption P Clie

Idle Timeout

Alive Check

UDP Server/Clmqi
Modbus: Serial Ma¥Xgr fo TCP Slave Gateway
Modbus: TCP Master

erial Slave Gateway

Max Connections

RN ~ |15

NJ

Description of parameter settings:

TCP Server 1..5

Definition of up to 5 target TCP Servers (IP address and port
number) for data exchange.

|dle Timeout

Disconnects existing TCP/IP connection(s) after defined Idle time
(seconds) if there is no further data transmission on the serial
interface (due to Inactivity). If Idle Timeout = 0 seconds the COM-
Server never will terminate an established TCP/IP connection.

Alive Check

The ComServer sends according to the defined interval time
(seconds) periodically TCP alive check packages to the remote
host to evaluate the TCP connection. If the TCP connection is not
alive, the connection will be closed.

Data Encryption

Disables or enables an SSL/TLS encrypted TCP/IP
communication between the initiating ComServer (TCP Client)
and remote host (TCP Server).

Connect on

Startup: The COM-Server will establish a TCP/IP connection to
all defined TCP Server(s) automatically after start-up.

Any Character: The COM-Server will establish a TCP/IP
connection to all defined TCP Server(s) after reception of first
byte from serial interface.

Note: The behavior of data processing (Latency, Buffering, etc.) between Ethernet and
serial interface and vice versa can be adapted via parameters ‘Force TX Interval
Time', ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port Setting >
Data Processing.
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Collapse Tree Menu
System Information

= 4§ Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password

= 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

= 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

= 4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor
Alive Message
Ping

= 4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default

System Reboot

Serial Port S

ings — Service Mode

Service Mode: | TCP Client

Port1

Destination Host

IP Address

TCP Port

TCP Server 1

4000

TCP Server 2

65535

TCP Server 3

65535

TCP Server 4

65535

TCP Server 5

65535

TCP Connection Settings

Idle Timeout

0

0~65535 secs

Alive Check

40

0~65535 secs

Data Encryption (SSL/TLS)

O Enable ® Disable

Connect on

® Startup ) Any Character

Initial settings after
selection of this mode
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4.12 Menu Serial Port Setting = Service Mode: UDP Server / Client

In mode UDP Server/Client the device is running as pure media converter between
serial and Ethernet Interface. The device can act as UDP Client and UDP Server

simultaneously.

If UDP Server Mode is enabled the ComServer listens to incoming UDP packets at
the defined port and forwards the Ethernet payload to the connected serial device.

If UDP Client Mode is activated any incoming serial data will be sent as payload of

an UDP packet to the defined Server range(s).

Service Mode:

Virtual COM

Virtual COM

Port1

TCP Server

Data Encryption
Idle Timeout
Alive Check

TCP Client

UDP Server/Client

Modbus: SeriaNylaster to TCP Slave Gateway
Modbus: TCP Magter to Serial Slave Gateway

Max Connections AN

M

%J

Description of parameter settings:

UDP Server related settings

UDP Server Mode |Enables or disables the UDP Server Mode.

Listen Port incoming UDP packets.

Definition of UDP port on which the UDP Server listens for

UDP Client related settings

UDP Client Mode  |Enables or disables the UDP Client Mode.

Server Ranges 1..4 - Start IP address,
- End IP address and
- UDP port number.

Definition of up to 4 UDP Server Ranges as target(s) for sending
the serial data. Each Server range has to be defined by

Collapse Tree Menu
System Information

£ 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password

El'_4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

El 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

El'_4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor
Alive Message
Ping

Bl 4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default

System Reboot

Serial Port Skk"ngs — Service Mode

Service Mode: | UDP Server/Client

Port1

UDP Server Mode

® Enable O Disable

Listen Port

4000

UDP Client Mode

® Enable O Disable

Destination Host Ranges Start IP Address End |P Address UDP Send Port
Server Range 1 65535
Server Range 2 65535
Server Range 3 65535
Server Range 4 65535

Initial settings after
selection of this mode

Data Processing.

Note: The behavior of data processing (Latency, Buffering, etc.) between Ethernet and
serial interface and vice versa can be adapted via parameters ‘Force TX Interval
Time’, ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port Setting >
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4.13 Menu Serial Port Setting = Service Mode: Modbus Serial Master to TCP
Slave Gateway

In this operation mode the device is running as Ethernet-to-Serial converter being additionally a protocol converter (Gateway)
between a Modbus RTU/ASCII Master and Modbus TCP Slaves. This mode allows to integrate Modbus TCP Slaves into a serial
Modbus application (RS232/RS485) with a Modbus RTU/ASCII Master. From the perspective of the serial Master each defined
TCP Slave can be accessed via a Device ID like other RTU/ASCII Slaves.

If the serial Modbus Master (RTU or ASCII) starts a request to a Device ID the Modbus Gateway accepts the request if a
configured TCP Slave matches to this Device ID. The RTU/ASCII request will be converted into the Modbus TCP protocol and
forwarded to the IP address of the TCP Slave. The response from the TCP Slave will be handled vice versa. A maximum of 16
TCP Slave connections can be configured in the Modbus TCP slave list.

Description of parameter settings:

Serial Protocol

|Se|ect the used Modbus protocol of the serial Interface (RTU or ASCII).

TCP Slave related Parameters

Device Name |Enter any name to describe or identify the TCP Slave device.
IP Address IP address of the Modbus TCP Slave.
TCP Port Port number on which the TCP Slave accepts the Modbus request (Default 502).

Device ID (Real)

Mandatory parameter. This Device ID is related to the real Unit ID configured/set on the TCP
slave. The Unit ID is part of MBAP Header of Modbus TCP protocol.

Virtual ID (Alias)

Optional parameter. Can be used if several Modbus TCP slaves, having different IP addresses
but same (unchangeable) Unit IDs, must be addressed via unique IDs by the RTU/ASCII Master.

If configured, the Modbus-GW checks the Virtual ID with ID of a received Master request,
replaces (if matching) it with the real Device (Unit) ID and forwards the request to the TCP slave.
When receiving the response from TCP slave containing the real Device (Unit) ID, it will be
replaced by corresponding Virtual ID and sent back to requesting RTU/ASCII Master.

\J

Service Mode: | Virtual COM hd

Data Encryption { TCP Client
UDP Servel

Idle Timeout

Virtual COM
Port1 TCP Server

r/Client

Modbus: Serial Master to TCP Slave Gateway
e Sz Modbus: TCP Master to Serial Slave Gateway
! \

Max Connections

T |

Serial Port Settings — Service Mode

Service Mode: |

Modbus: Serial Master to TCP Slave Gateway ~]

[Port1

| Serial Protocal

[ Modbus RTU ~ |

Add TCP Slave Device

Device Name

IP Address

TCP Port

Device ID(Real)

Virtual ID{Alias) Optional

Inactivity Timeout -1 -1~ 3600 sacs

Response Timeout 1000 50 ~ 10000 msecs

Forward Master Broadcasts (]
Example of 3 configured
Modbus TCP slaves

Modbus TCP Slave List

# | Devica Name IP Address TCP Port D?l\_\/;i::)\D V?l\l.iiZISI)D - Inactivity 8 Response ; FU:TVEE l‘;‘!alster o

0 | u-remote /O 1]192.168.50.198 502 1 13 -1 1000

1 | u-remote /O 2192.168.50.199 502 1 14 -1 1000

2 | u-remote /0 3[192.168.50.200 502 1 15 -1 50

If not configured, the Modbus-GW only uses parameter Device ID (real) for communication
between RTU/ASCII Master and TCP Slave.

Inactivity Timeout

Defines the Gateway'’s closing behavior of a TCP/IP connection to a TCP Slave.

-1: The TCPI/IP connection will be closed immediately after receiving the response of a
request or latest after response timeout if the TCP Slave does not respond.

Response Timeout

Defines the time (milliseconds) to wait for the response of a TCP slave after forwarding a
request from the Modbus RTU/ASCII Master. If the defined time is elapsed without any
response the Modbus-GW assumes that an error has occurred, and the request process will
be terminated without any further activity. No failure response will be sent to the requesting
RTU/ASCII Master. Additionally, if after timeout the response from the TCP Slave still will be
received it will be dropped simply.

INote: For setting of this parameter check the response behavior of the TCP Slave and make
sure that the overall Master response timeout to this device has a larger value than this
‘Response Timeout’ (due to an additional low latency for passing the Gateway).

0:  The Gateway does never terminate any initiated TCP/IP connection to a TCP Slave.

1~3600: The Gateway disconnects a consisting TCP/IP connection to a TCP Slave after the

defined value (seconds) if there is no further data transmission.

Forward Master
Broadcast

If checkbox is enabled any incoming RTU/ASCII Master request with ID=0 will be forwarded
to this TCP Slave.

INote: Broadcast requests (messages) are writing commands and do not expect any
response. Any broadcast-enabled device should be configured/able to accept a broadcast

message as writing function.

Note: For Modbus communication diagnostic and failure evaluation enable and use Modbus Traffic
Monitor (Menu Monitoring / Diagnostics - Modbus Traffic Monitor).
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4.14 Menu Serial Port Setting = Service Mode: Modbus TCP Master to Serial

Slave Gateway

In this operation mode the device is running as Ethernet-to-Serial converter and is additionally a protocol converter
(Gateway) between a Modbus TCP (Master) and Modbus RTU/ASCII (Slaves). Serial Modbus Slaves can be accessed by
one or several Ethernet-based Modbus TCP Master(s). Based on the received Device (Unit) ID contained in the Modbus
TCP Master request the Gateway converts and forwards it as RTU/ASCII request to the serial Interface. The response
from the addressed RTU/ASCII Slave will be handled vice versa.

Description of parameter settings:

Serial Protocol

Select the used Modbus protocol of the serial Interface (RTU or ASCII).

ModbusTCP Server Connection Settings

TCP Server Listening Port

Port number on which the Gateway is listening for Modbus TCP Master requests (Normally
502).

Max. concurrent TCP Master
Connections

Number of simultaneously allowed TCP connections with requesting Modbus TCP Masters
(Maximum 10 connections).

Inactivity Timeout

Defines the Gateway'’s closing behavior of a TCP/IP connection to a TCP Master.

Dependent on the configured value (seconds) the Gateway actively disconnects an established
TCP/IP connection to a TCP Master if there was no data transmission during the elapsed
inactivity time. If set to 0 (Factory default setting) the Gateway never will terminate the TCP
connection, except it will be terminated if Alive Check is activated and the check has failed.

Alive Check

Note: Parameter added from
firmware version V3.07.

The device sends according to the defined interval time (seconds) periodically

TCP alive check packages to the remote host to evaluate the TCP connection. If the TCP
connection is no longer alive, the connection will be closed. Factory default setting is 40
seconds. If set to 0 the function is disabled.

Modbus RTU/ASCII Slave(s) Settings

\J

Service Mode: | Virtual COM v
Virtual COM

Port1 TCP Server

Data Encryption { 1 CP Client

UDP Serveri/Client

Modbus: Serial Master to TCP Slave Gateway

alhieichack] Modbus: TCP Master to Serial Slave Gateway
Max Connections L S - S

Idle Timeout

Serial Port Settings — Service Mode Factory default settings
Service Mode: | Modbus: TCP Master fo Serial Slave Gateway v|

Port1
Serial Protocol Maodbus RTU v
TCP Server Connection Settings
TCP Server Listening Port 502
Max. concurrent TCP Master Connections | 10 1~10
Inactivity Timeout 0 0 ~ 3600 secs
Alive Chack 40 0~ 35600 secs
Modbus RTU Slave(s) Settings
Add Offset to Device(s) ID 0 -25b5 to +255
Response Timzout 1000 50 ~ 10000 msecs
Dlatel 5 - rs L. 0 A0
Request Pause 0 0~ 10000 msecs

Add Offset to Device(s) ID

The defined Offset will be added (subtracted if minus) on the Device (Unit) ID contained in the
received TCP Master request. The converted RTU/ASCII request will be forward to the serial
Interface with included Device ID offset. For responses back to Modbus TCP Master the offset
will be removed again.

Note: Parameter Retries after Timeout has been removed from firmware versions equal or higher V3.08. Reason: The failure
management (repeating the request) in case of getting no response from a RTU/ASCII slave has to be managed by the
Modbus TCP Master.

Response Timeout

Defines the time (milliseconds) to wait for the response of the RTU/ASCII slave after
forwarding the request from the Modbus TCP Master.

If the defined time is elapsed without any response the Gateway assumes that an error has
been occurred and responses to the requesting Modbus TCP Master with an exception
message. If a response from the RTU/ASCII slave still will be received after the response
timeout, then it will be dropped simply.

— Defines how often the Modbus Gateway sends the RTU/ASCII request againtothe
Retries after Timeout ___ |serial device after a response timeout has been occurred. —
Noter Keep-in-mind that each retry will enhance the overall timeout until the
Modbus-GW will send a-response to the requesting Modbus Master.

Best praetice: Set ‘Retries after Timeout™= 0;set “Response Timeout' < Modbus
"Master's response timeout and initiate request retries by Modbus Master (e 9 |f a

Note: Parameter renamed from
firmware version V3.07.
Original naming was Max -

Note: For Modbus communication diagnostic and failure evaluation enable and use Modbus
Traffic Monitor (Menu Monitoring / Diagnostics = Modbus Traffic Monitor).
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Retnes . —
— slave does not response after first request). T
Defines a time delay (milliseconds) between the reception of the Modbus TCP
Master request and forwarding of the converted RTU/ASCII request to the serial
Request Pause

RTU/ASCII Slave. If set to zero, then an incoming TCP request will be converted

and sent out immediately without any delay.
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4.15 Menu System Warnings > Syslog Setting

Configuration menu for Syslog parameter settings

Weidmiiller 3£

Description of parameter settings:

Enables/ Disables the recording of event messages in the local

Local Syslog System Event Log (Menu Monitoring/Diagnostics = System
Event Log).

Remote Syslog Enables/ Disables the forwarding of system events (UDP data)

Server to a remote Syslog Server.

Syslog Server [P |IP address of the remote Syslog Server.

Syslog Server Port Server.

UDP connection Port (typically 514) of the remote Syslog
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Collapse Tree Menu
System Information

= _y Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password

= 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

= 4 System Warnings
=
SMTP Setting
SNMP Trap Setting
Event Selection

= 4 Menitoring/Diagnostics
System Event Log
Madbus Traffic Monitor
Alive Message
Ping

= _4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default

System Reboot

System Warnings — Syslog Setting

Local Syslog Enabled v
Remote Syslog Server | Disabled v
Syslog Server IP

Syslog Server Port 0

Apply

Default Syslog settings
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4.16 Menu System Warnings = SMTP Setting (Simple Mail Transfer Protocol)

Configuration menu for sending system warnings by e-Mail

Collapse Tree Menu

System Information System Warnings — SMTP Setting

This feature can be used to send event messages as e-Mail via Simple Mail Transfer Bl=| EEEEERIGE
Device Description

Protocol. The event types for which an alarm mail can be generated is defined in menu IP Configuration E-mail Settings
System Warnings = Event Selection. Ethernet Port Setting SMTP Server port |25
Time Setting .
Admin Password Connection type NONE v
Description of parameter settings =y Serial Port Setting Server Authentication | [
IP address or DNS name of mail server which has to be used as Serial Configuration User Name
SMTP Server . Data Processing
mail forwarder. S — B
Port Port number of SMTP Server. El 4 System Wamings E-mail Sender
R £ Syslog Setting _mai
Connection type NONE, SSL or TLS SMTP Setting SiEiEid e
N L N . E-mail Address 2
Server Authenticati Enables / Disables Server Authentication by Username and SNMP Trap Setting .
erver Authentication Password Event Selection E-mail Address 3
El 4 Monitoring/Diagnostics E-mail Address 4
Username Account name on SMTP Server S Bl
Password Password of account on SMTP Server :(‘)db:f Urile (i
- - — — - ] ive Message
E-mail Sender This name will be shown as originator when a recipient receives Ping
the mail S 4 Management Factory default settings
E-mail Address 1 |Mail recipient 1 Access Security
Backup & Restore
E-mail Address 2 Mail recipient 2 Upgrade Firmware
K K . Factory Default
E-mail Address 3 Mail recipient 3 System Reboot
E-mail Address 4 Mail recipient 4

Note: Due to security aspects nowadays only mails with Server Authentication can be
sent. For this reason, you need an account on the Mail system which shall be
used to forward the event mail to the defined mail recipients.
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4.17 Menu System Warnings = SNMP Trap Setting

Configuration menu for sending system warnings by SNMP Traps

This feature can be used to send event messages via Simple Network Management
Protocol to a SNMP Trap Server. The event types for which a trap message can be
generated is defined in menu System Warnings > Event Selection.

Description of parameter settings

. This is the community write access string to permit access to the

Community
SNMP trap server.

Location Use for information about the device location. This parameter is
referenced to SNMP parameter ‘sysLocation’.

Contact Use for information about responsible contact person. This
parameter is referenced to SNMP parameter ‘sysContact'.

IP Address Trap Enter the IP addresses of maximum 4 target SNMP servers. For

Server1 .. 4 each configured IP address, a trap will be sent.

Note: Traps will be sent using the default SNMP port number 161.
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Collapse Tree Menu
System Information

= 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password

E 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

E 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

= 4 Monitoring/Diagnostics
System Event Log
Maodbus Traffic Menitor
Alive Message
Ping

E 4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default

System Reboot

System Warnings — SNMP Trap Setting

SNMP Trap Server

Community

Location

Contact

IP Address Trap Server 1

IP Address Trap Server 2

IP Address Trap Server 3

IP Address Trap Server 4

Factory default settings
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4.18 Menu System Warnings - Event Selection

Configuration menu for setting system warnings to be signalized by
SMTP Mail, SNMP Trap or Syslog.

Definition of event notifications are triggerable on states or change of a
state related to

- General device items
- Handshake signaling of the serial port and
- TCP connection changes.

Note: By factory default only Syslog events are enabled. Triggered

events can be monitored in menu Monitoring/Diagnostics =
System Event Log.
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Collapse Tree Menu
B System Information
B 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
=l 4 Serial Port Setting
By Serlal Configuration
£ Data Processing
B Service Mode
=l 4 System Warnings
B Syslog Setting
E SMTP Setting
E SNMP Trap Setting
[ Event Selection
El 4 Monitoring/Diagnostics
Ey System Event Log
B Modbus Traffic Monitor
B Alive Message
B Ping
El 4 Management
By Access Security
E Backup & Restore
B Upgrade Firmware
E Factory Default
B System Reboot

[

Ei
Ei
Ei
Ei

System Warnings — Event Selection

>

Default Event settings

Device Event Notifications

Hardware Reset (Cold Start) CJsmTP Mail | CJ SNMP Trap Syslog
Software Reset (Warm Start) CISMTP Mail | CJ SNMP Trap Syslog
Login Failed CISMTP Mail | CJSNMP Trap | B Syslog
IP Address Changed CISMTP Mail | CJSNMP Trap | B Syslog
Password Changed CISMTP Mail | CJ SNMP Trap Syslog
Access |P Blocked CIsmTP Mail | CJ SNMP Trap Syslog
Serial Port Event Notifications

DCD Changed CI1SMTP Mail | CJSNMP Trap | E Syslog
DSR Changed CISMTP Mail | CJSNMP Trap | E Syslog
RI Changed [1SMTP Mail | CJSNMP Trap | B2 Syslog
CTS Changed CISMTP Mail | CJSNMP Trap | B Syslog
TCP Connection Event Notifications

TCP Link Established CIsmTP Mail | CJ SNMP Trap Syslog
TCP Link Disconnected CISMTP Mail | CJ SNMP Trap Syslog
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4.19 Menu Monitoring/Diagnostics = System Event Log

The System Event Log shows all event messages triggered by event Collapse Tree Menu o _ _
selection type ‘Syslog'. System Information Monitoring/Diagnostics — System Event Log
= 4 Basic Settings
Davice Description 2020-01-01 Device Cold Start at 192.168.50.40
. . . ™ . - = B evice Lo} ar a . . .
Note: The event-related timestamp depends on the time setting of the 'EF‘mCmﬁ!l:fa“';" 2020-01-01 : TCP Link Established with Remote IP 192.168.50.87 , 29375
. s . ernet Port Setting 20828-01-91 : TCP Link Disconnected from Remote IP 192.168.58.97 , 29375
device. The initial time after start-up is set to 2020-01-01 00:00:00. If Time Setting 2020-01-01 : Login failed at 192.168.5@.40 from Remote IP 192.168.50.99
. . . \ = . 2020-01-01 : TCP Link Established with Remote IP 192.168.58.94 , 56877
a real timestamp is necessary for the event evaluation either set the - 3 '*}C'I";"HPESZ‘{W 2026-01-01 : serial Portl - DCD changed
. . SENF00] £51nh) 2020-81-01 : Serisl Portl - DCD changed
time manually after power-up or enable the SNTP client to get the real el Bariieto 3026-81-61 : Serisl Portl - DCD changsd
. . . . . . . ; 2020-91-91 : serial Portl - DCD changed
time automatically (Menu Basic Settings = Time Setting). gﬂ'ﬂ_Pfﬁezﬁ‘"Q e : Serial Portl - DCD chonoed Examples of several
\ ervice Wlode 2020-81-61 : Serial Portl - DCD changed syslog events.
= 4 System Wamings 2628-81-81 : Serial Portl - DCD changed
Syslog Setting 28208-81-91 : Serial Portl - DCD changed
- - 2028-81-81 : Serial Portl - DCD changed
S Sy . 2020-01-081 : TCP Link Disconnected from Remote IP 192.168.58.94 , 56877
SNMP Trap Setting 2020-01-01 : Serisl Portl - DCD changed
£ Event Selection 2020-81-01 : TCP Link Established with Remote IP 192.168.58.94 , 62587
= j.Manitorinngiagnostics 2028-81-81 : TCP_Link Disconnected from Remote IP 192.158.58.94 , £2587
S 28208-81-91 : Serial Portl - DCD changed
B 2020-01-01 : TCP Link Established with Remote IP 192.168.5@.94 , 63398
Modbus Traffic Monitor 2828-82-91 : Serial Portl - DCD changed
Alive Message 2020-82-91 : Serial Portl - DCD changed
5 Pi 2828-82-91 : Serial Portl - DCD changed
\ ng 2020-02-91 : Serial Portl - DCD changed
El 4 Management 2828-82-91 : TCP Link Disconnected from Remote IP 192.168.58.34 , 63398
Access Security 2620-82-81 :36: Serial Portl - DCD changed
y 2020-82-81 @@:27:36: TCP Link Established with Remote IP 192.168.50.94 , 64938
ESEKUP&BESIME 2020-82-91 @2:46:46: TCP Link Disconnected from Remote IP 192.168.58.94 , 64938
Upgrade Firmware 2028-82-01 23:11:39: TCP Link Established with Remote IP 192.168.5@.99 , 58520 v
Factory Default 2020-92-81 23:39:18: Serial Portl - DCD changed y
System Reboot
[“Refresn |
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4.20 Menu Monitoring/Diagnostics = Modbus Traffic Monitor

The Modbus Traffic Monitor can be used for diagnostic purposes and failure evaluation for
service modes

- Modbus Serial Master to TCP Slave Gateway and

- Modbus TCP Master to Serial Slave Gateway.

If enabled, all Modbus traffic data passing the Gateway will be displayed. Each Modbus
request/response cycle will be shown by 4 lines representing the 4 steps of the Modbus
protocol conversion process.

Process cycle of service mode Modbus Serial Master to TCP Slave Gateway:
1. Input RTU/ASCII Master request at serial port

(generates Data Source = In: Port1)
2. Output TCP request to Slave at Ethernet interface
(generates Data Source = Out: <IP address>:<Port No.>)
3. Input TCP response from Slave at Ethernet interface
(generates Data Source = In: <IP address>:<Port No.>)
4. Output RTU/ASCII response to serial port
(generates Data Source = Out: Port1)

Process cycle of service mode Modbus TCP Master to Serial Slave Gateway:
1. Input TCP Master request at Ethernet interface

(generates Data Source = In: <IP address>:<Port No.>)
2. Output RTU/ASCII request to Slave at serial port
(generates Data Source = Out: Port1)
3. Input RTU/ASCII response from serial port
(generates Data Source = In: Port1)
4. Output TCP response at Ethernet interface
(generates Data Source = Out: <IP address>:<Port No.>)

If any problem occurs during the process cycle, then it will be signalized as follows:
- Parameter Data Source contains an error message (eg. due to a timeout).
- Parameter Modbus Traffic / Status Data contains any other helpful information.
- Only a part of the messages of the process is shown, giving an indication on
which interface the problem exist.

Notes: 1) The traffic monitor only can be used for above mentioned Modbus-related service modes!
2) The logged content will be cleared if any device parameter will be changed and applied.
3) The buffer size is 100 lines. When clicking button “Refresh” then the latest 100
entries (max.) will be displayed.
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Collapse Tree Menu
By System Information
=y Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
= 4 Serial Port Setting
[ Serial Configuration
B Data Processing
B Service Mode
=4 System Warnings
B Syslog Setting
B SMTP Setting
2 SNMP Trap Setting
[ Event Selection
£y Monitoring/Diagnostics
B System Event Log
[ Modbus Traffic Monitor
B Alive Message
B Ping
= 4 Management
[ Access Security
By Backup & Restore
[ UYpgrade Firmware
B Factory Default
I System Reboot

5 [ [ 03 [0

[ Traffic Monitor [ Disabled ~]

Monitoring/Diagnostics — Modbus Traffic Monitor

\J

No.

|Time |DaLa Source

Modbus Traffic / Status Data

Factory default setting
(Traffic monitoring is disabled.)

Traffic Moniter | Enabled

v

No. |Ti|ne |Data Source Modbus Traffic / Status Data
1 16:29:17.192 In: Port1 0103000000012340A
2 16:29:17.192 ERROR ErrorReceived unit ID cannot be assigned to TCP Slave
3 16:30:50.428 In: Port1 0DO030000000184Ca
4 16:30:50.452 Out: 192.168.50.198:502 0001000000 060103 00000001
5 16:30:50.454 In: 192.168.50.198:502 000100000005 01 03020008 Example of a recorded
6 16:30:50.456 Out: Port1 0D 03 02 00 08 A9 83 Modbus request/response
7 16:31:30.820 In: Port1 OE030000000184F5 cycle for service mode
8 16:31:30.644 Out: 192.166.50.199:502 0001000000 060103 00000001 “ .
9 16:31:30.847 In: 192.168.50.199:502 0001000000 050103020006 Modbus Serial Master to
10 16:31:30.848 Out: Port1 0E 03 02 00 06 6C 47 TCP Slave Gateway'".
1 16:31:49.192 In: Port1 OF 03 000000018524
12 16:31:49.212 Out: 192.166.50.200:502 0001000000 060103 00000001
13 16:31:49.214 In: 192.168.50.200:502 000100000005 01 03020009
14 16:31:49.216 Out: Port1 0F 030200091183
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4.21 Menu Monitoring/Diagnostics - Alive Message

The “Alive Message” feature is a simple function that pushes a Still-Alive
notification at defined intervals to a target system.

If enabled, this service periodically sends an UDP message containing

- Device IP address

- System Name

- Model Name
to the recipient IP address according to the defined Keep-Alive Message
Interval.
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Weidmiiller 3£

Collapse Tree Menu
System Information

= 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password

= 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

= 4 System Wamings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

= 1 Monitoring/Diagnostics
System Event Log

Modbus Traffic Monitor

E
Ping

El 4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default

System Reboot

Monitoring/Diagnostics — Alive Message Il
Alive Message Service Disabled b
Recipient |IP Address
UDP Port 0
Keep-Alive Message Interval 0 |seconds

Factory default setting
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4.22 Menu Monitoring/Diagnostics = Ping

The “Ping” feature is a simple function to check the network connectivity
to other network devices via ICMP protocol.
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Collapse Tree Menu
System Information
E 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
erial Port Setting
Serial Configuration
Data Processing
Service Mode
E 4 System Wamings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection
E _4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor
Alive Message
E 4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default
System Reboot

2

(IER IR (RN IR (PN IEN I

Monitoring/Diagnostics — Ping

[ Destination 1P Address | 192.168.50.97

Send Ping

Ping Log

PING 192.168.50.97 (192.168.50.97): 56 data bytes

64 bytes from 192.168.50.97:
64 bytes from 192.168.50.97:
64 bytes from 192.168.50.97:
64 bytes from 192.168.50.97:
64 bytes from 192.168.50.97:

seq=0 tt=128 time=0.920 ms
seq=1tt=128 time=0.860 ms
seq=2 tt=128 time=0.860 ms
seq=3 tt=128 time=0.860 ms
seq=4 tt=128 time=0.820 ms

---192.168.50.97 ping statistics —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.820/0.864/0.920 ms

Example of Ping check to IP
address 192.168.50.97
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4.23 Menu Management > Access Security

Configuration of access security settings.

These settings control the access method for device configuration and the
general access permit based on the IP address of a connecting device.

Description of parameter settings

HTTP Access

Enables / Disables the HTTP-based Webinterface access via Port

80.
HTTPS Access Enables / Disables the HTTPS-based Web interface access via
Port 443.
SSH Access Enables / Disables the access to the Command Line Interface via
(Console) SSH (Port 22).

IP Access Control

Enables / Disables the device access generally based on the IP

Access Control List.

If enabled and applied, then only members of listed and active IP

addresses / ranges will have device access.

Attention: I 'IP Access Control’ will be enabled then the IP address of the connected
PC should be member of the ‘IP Access Control List’. Otherwise, the Web
interface connection immediately will be lost after clicking ‘Apply’ button.
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Collapse Tree Menu
B System Information
El _y Basic Settings
Device Description
IP Configuration
Ethemet Port Setting
Time Setting
Admin Password
= 4 Serial Port Seftting
E Serial Configuration
[& Data Processing
B Service Mode
B 4 System Warnings
[& Syslog Setting
By SMTP Setting
B SNMP Trap Setting
B Event Selection
= 4 Monitoring/Diagnostics
By System Event Log
& Modbus Traffic Monitor
B Alive Message
B Ping
= 4 Management
[ Access Security
[& Backup & Restore
B Upgrade Firmware
B Factory Default
& System Reboot

DD Do m

>

Factory default setting

Management — Access Security
HTTP Access Enabled -
HTTPS Access Enabled -
8SH Access (Console) Enabled v
IP Access Control Disabled A

IP Access Control List

No Activate

IP Address

Netmask

Attention: If IP Access Control will be enabled and applied then only listed and active IP addresses
will have device access. The PC's IP address should be member of this list otherwise the connection

will be lost.

Page 32



User Manual ComServer / Modbus Gateway |IE-CS-MBGW-2TX-1COM

4.24 Menu Management - Backup & Restore

Via this menu the device configuration either can be saved to a configuration file or
restored from a configuration file.

Weidmiiller 3£

Description of parameter settings:

Backup Settings

Backup File Name

By factory default the file name is IE-CS-MBGW-2TX-1COM.cfg (Model name).
Enter an appropriate filename for easy identification of the backup file to the
device.

Button ‘Backup’

Saves the current configuration to the browsers download section.

Restore Settings

Restore File Name

Select a saved configuration file from the PC'’s directory.

Button ‘Restore’

Starts the restoring process to activate the settings of selected configuration file.

Note about restore
process

Some seconds after click of button “Restore” a message appears that the
configuration has been loaded and the device needs to be restarted. Click button
‘Restart’ and wait around 60 seconds until the device will be ready again.

If the device IP address of the restored configuration is different from the
current one, then open a new browser window using the new IP address.

Collapse Tree Menu
System Information

= 4 Basic Settings

Device Description

IP Configuration

Ethernet Port Setting

Time Setting

Admin Password

= 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

= 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

= 4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor
Alive Message
Ping

= 4 Management

Access Security

E

Upgrade Firmware

[ [ [ [ [

Management — Backup & Restore
Factory default

appearance

Backup Configuration to Local PC

Backup File Name |E-CS-MBGW-2TX-1COM.cfg

Restore Configuration to Local PC

Select File

Restore File Name
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Expand Tree Menu
System Information
= 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
_| Serial Port Setting
_1 System Warnings
_1 Monitoring/Diagnostics
= 4 Management
Access Security
E
Upgrade Firmware
Factory Default
System Reboot

Configuration has been restored by imported file data Message windows of restore process
Please click [Restart] button to activate new settings
Left window appears after clicking ‘Restore’.

LResrt Below message appears after clicking
‘Restart’.

Device is rebooting now.
Please wait about 60 seconds until the device will be available again (Login window appears).

Mote: If IP address has been changed after reboot (due to Factory Default or Configuration Restore)
open browser window again using new |P address.
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4.25 Menu Management - Upgrade Firmware

Menu used for firmware upgrade.

If available, new firmware file can be downloaded from the Weidmiiller Online Product
Catalogue. Select or search for device name IE-CS-MBGW-2TX-1COM or part number
2682600000 and refer to section ‘Downloads’ regarding updated firmware files.

%J

Description of parameter settings:

File Name Firmware

Select your firmware file from your PC’s directory via button ‘Select File'.

Button ‘Upgrade’

Starts the upgrade process.

Note about firmware upgrade process:

Some seconds after clicking button “Upgrade” a message appears that the
device will be upgraded by the loaded firmware. Please wait again some
seconds until the next message appears that the device is rebooting and will
need around 60 seconds until it will be ready again.

Note: A firmware upgrade will not change the configuration. After reboot the device will be accessible
again via same |P address.

Collapse Tree Menu )
Management — Upgrade Firmware

System Information
= _4 Basic Settings Factory default
Device Description Management Upgrade Firmware appearance

IP Configuration
Ethernet Port Setting
Time Setting
Admin Password

E _4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode

= 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection

= 4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor
Alive Message
Ping

= _4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default

System Reboot

File Name Firmware
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Management — Upgrade Firmware , '
g Pg Message windows of firmware upgrade process

Left message appears after clicking ‘Upgrade’.
Below message appears some seconds later.

Management Upgrade Firmware

File Name Firmware FWR_IE-CS-MBGW-2TX-1C

The device will be upgraded with selected firmware. Please wait.

Device is rebooting now.
Please wait about 60 seconds until the device will be available again (Login window appears).

Mote: If IP address has been changed after reboot (due to Factory Default or Configuration Restore)
open browser window again using new IP address.
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4.26 Menu Management - Factory Default

Menu for reset the device configuration to factory default settings.

Process behavior:

Some seconds after clicking button “Reset Now” a message appears that the
device will restart. Please wait again some seconds until the device rebooting is
signalized. Then it takes around 60 seconds until the device will be ready again.

Note: The factory IP address always is set to 192.168.1.110. If previous IP

address is different to factory IP address, then open a new browser
window using factory IP address and default login credentials.
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Collapse Tree Menu
B System Information

= _4 Basic Settings
B Device Description
B P Configuration
B Ethemet Port Setting
B Time Setting
B Admin Password

= 4 Serial Port Setting
B Serial Configuration
& Data Processing
B Service Mode

= 4 System Warnings
By Syslog Setting
B SMTP Setting
B SNMP Trap Setting
By Event Selection

= 4 Menitoring/Diagnostics
B System Event Log
B Modbus Traffic Monitor
B Alive Message
B Ping

= 4 Management
By Access Security
B Backup & Restore
B Upgrade Firmware
[ Factory Default

B System Reboot

\J

Management — Factory Default

Resets the device to factory default settings

Please click [Reboot] button to restart device Message windows of Factory default process

Left message appears after clicking ‘Reset Now'.
Below message appears after clicking ‘Reboot’.

Device is rebooting now.

Please wait about 60 seconds until the device will be available again (Login window appears).

Mote: If IP address has been changed after reboot (due to Factory Default or Configuration Restore)
open browser window again using new I[P address.
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4.27 Menu System Reboot

Menu for initiating a device reboot (warm start).

Process behavior:

After clicking button “Reboot” a message appears that the device is rebooting. The
process Wwill need around 60 seconds until the device will be ready again.

Note: After the reboot process the Login window appears again requiring input of
username and password for Web interface access.
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Weidmiiller 3£

Collapse Tree Menu
System Information
E 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
erial Port Setting
Serial Configuration
Data Processing
Service Mode
E 4 System Warnings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection
E _4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor
Alive Message
Ping
B 4 Management
Access Security
Backup & Restore
Upgrade Firmware
Factory Default
B

2

[0, [3 03 [ [ [

Please click [Reboot] button to restart device.

Reboot

Device is rebooting now.

Message after clicking ‘Reboot'.

Please wait about 60 seconds until the device will be available again (Login window appears).

Note: If IP address has been changed after reboot (due to Factory Default or Configuration Restore)
open browser window again using new IP address.
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5. Command Line Interface (SSH Console) Sample screenshots of Command Line Interface use

Additional to the Web interface configuration the ComServer /
Modbus Gateway can be configured by an implemented Command
Line Interface via SSH console access.

Sub-level display after
selection of No. 1 (Overview).

Initial display after login
(Top level)

Use for SSH console login the same credentials @s for WD~ |iuiukekehekhehehheheketeheheehohehehehhehelehhehehehehehehelehetehehelol
interface access.

IP address/Netmask: 192.168.1.110 / 255.255.255.0
Username: admin

Password: Weidmueller

(Factory default settings)

The Command Line Interface provides for configuration a user
guidance of possible commands and parameter settings.

Note: The Command Line Interface provides only limited
configuration options in comparison to the full-featured
web-based configuration.

Sub-level display after selection of
No. 3 (Network Settings).

Sub-level display after selection of No. 2 (IP

address) of Sub menu Network Settings.
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6. ComServer / Modbus Gateway Utility

. ComServer Modbus-GW Utility
6.1 Overview e Device Detection  COM Configuration' Gptions_ Help
i ‘ o . AE Edr >
The Weidmidiller software ‘ComServer / Modbus Gateway Utility’ is designed to provide provesr | Geicomm
. . . L . A M ComServer Modbus-Gi Ut 192.168.50.40 -> Portl : Virtual COM Port Mapping
a virtual COM port on a Windows PC allowing a communication with remote serial = 1 Devica List Active Service Mode
. i i -4 192.168.50.40 irual COM
devices connected to ComServer |E-CS-MBGW-2TX-1COM (Service mode Virtual L porl (COMZ) = — . - = -
&4 \COM Ports (This PC) Device Configuration for setting Service Mode 'Yirtual COM!
COM) Modle Settings Setial Port Settings
Senvice Mode ’W Port Alias Pomo Mote: A Wirtual COM Part only can be created
Date Encryption (SS4TLS) ke preer = on this PC and mapped ta the ComServer i :
. . . . . Tl ifthe dewvice is configured for service mode "Yirual COM
When installed and activated the virtual COM port driver establishes a TCP/IP Data Part 4000 Beudate  [Ti5200 5| [ e el g
. , . . . Cantrol Port (Data. Port+1) [om Data Bits 8 = d nirtual COM
connection to the ComServer. Any data sent from the PC’s application to the virtual gy == ST R —— | Rl
COM port will be forwarded as IP packet payload to the ComServer and finally sent out Aive Check 0-E55%5 sece) [ Paiiy Ha | e e
. . . . . Wex. Connections (1 -5) = Flow Contral  [[4a Flow -
to the serial port. Any data received from the serial port will be handled vice versa. o emene Z o D ey Setings o Davic
. . . it S CL (e Arunning vitual COM port cannotbe seen as assigned COM port in Windows Device Manager
Several virtual COM ports can be installed and activated concurrently, each mapped to S v 2] {Ports COM ¢ LPT) bt can be by pro tions which uses @ COM port
. . .. il o to communicate with a serial device. To check which virtual COM port(s) are running
on this PC open tree menu item YCOM Ports (This PC) of this utility.
the serial port of an individual ComServer..
Device Connections
Connection Status DataPot  Destination Host  Wirtual COM Part
Additionally, the software utility can be used to detect IE-CS-MBGW-2TX-1COM device ]l PBIGET | | e/ aersE _Unmeg veou part |
inside of the local switched network (Broadcast domain) f the PC. : lc”””m“ H }‘“‘E“”w :COMZ [ Uwevmi |
€ _UnmapVEOMPor |
A | [ |
. . . i . - . 5| [ |
Note for using this tool in combination with serial interface of Router series IE-SR-
2TX-WL(-4G-xx): . .| Pelomd
Models of Router series |E-SR-2TX-WL(-4G-XX) are equipped with a serial pon (Sub- Note: After clicking the window's Minimize () er Close (X) icon the program is still running in Windows System tray.
For program termination either use File -> Exit or click option Exit of Windows system tray icon.

D9) and support also a Virtual ComPort connection to a Windows PC. For installation of
the virtual COM port (driver) on the PC this utility can be used also. Configuring a
Serial-to-Etheret connection between a serial device connected to the Routers serial
port and the PC via Ethernet is same as described here for ComServer |IE-CS-MBGW-
2TX-1COM running service mode “Virtual ComPort".

How to get: The utility can be downloaded from the Weidmidiller Online Product Catalogue.
Select or search for device name |IE-CS-MBGW-2TX-1COM or part number
2682600000 and refer to section ‘Downloads’.
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6.2 Installation

Weidmiiller <

Installation

ComServer | Modbus-Gateway Utility
for device series |E-CS-MBGW-2TX-xCOM

Run installation file Weidmueller-CS-MBGW-Utility_Vx.x.exe with
administration rights and follow the installations hints.

OK

Installation was completed successfully.

I Launch Utility Now

Weidmiiller 3£

Final display after
successful installation

After successful completion of the installation the utility can be launched
in Windows Start Menu.

Weidmueller ComServer Modbus-GW Utility

s

. Weidmueller ComServer Mod... Micrasoft Store
Note: The utility cannot be seen in section ‘Apps & Features’ respective
‘Programs and Features’. For removing the program use button

‘Uninstall’ in Windows Start Menu.

<

= ComSenver Modbus-GW Utlity

sessmsmssnEnnE
. v,

"T uninstall

l Weidmueller u-link VPN Client

©

Alarm & Uhr

B weidmalier Modbus-GW Adm... ~

Notes about appearance behavior:

Weidmiiller 35

lius-GVY LI 192.168.50.40 > Port] - Virlual COM Part Mapping

ce List Active Service Mode
= 1921685040 Wirtusl COM

& panl(0OM2)
48 VCOM Pons (This PC)

If the window of the running program will be minimized (_) or closed (x),
or if the window of the utility becomes a background window (due to
focus on other program), then it will disappear into the Windows System

Device Configuration for seting Service Made "Virual COM®

Morls Sefings Serial Pon Sefings

Service Mods Virtonl COM Portdiiss  [Por) Nate: Ap\gml COM Port anly con be crested
Dt Encypion [SSUTLS) [ \nlerlacs e 5| GHCCECED, SHE e
. B ' s ‘ y . = ‘& device is confiqurad for serica mode Virlial COM.
tray. Open the window again by clicking button ‘Open’ of the Windows OetaPort [0 Bl [ <] fncorious oo b s beme g o
Conirol Port Dt Fot+1)— [aDi DeinBits [ ol ¥ oo s et unl COM
System tray icon Idle Teneout (0 - 65535 s=cs) g SopBits [y 2| or perameters of Virtual COM made need 1o be
HEETEIRESTE) | ey Ho = ::me&gmnemmapuimdmmwn.
Max Connections (1 -5) 3 =] FlowGontol [ Fiow -l
Furfammance [Lamncy <] AeelySetings to Dsvice

For program exit use Menu item File - Exit or click button ‘Exit' of the
Windows system tray icon.

Configuration Virual COM Pon

Virual COMPort [COM2 =]

Device Connections

Anunning vinual C0)
(Ports COMJ LET)butit
o

COM portin Windaws Device Menager
hu & COM port

d To chech COM pois) are running
an this P open ras man fem YCOM Parts (This PC) of his uty.

REREEEEELLEEELELTS
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Windows system tray icon

Yanun
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6.3 Initial start page (Program Use)

Description of Menus and Buttons

[1a] Button Broadcast Search

[1b] Menu item Device Detection = Broadcast Search
Can be used to detect devices of type IE-CS-MBGW-
2TX-1COM via an Ethernet-based (Layer 2) broadcast.
Devices can be detected across a switches network
independent of their IP address settings.

[2a] Button Add Device

[2b] Menu item Device Detection - Add Device by IP
Can be used to add devices of type IE-CS-MBGW-2TX-
1COM via device IP address.

[3] Menu item File > New CS-MBGW-Utility

configuration
Resets all settings to an initial state. All listed devices
and all configured virtual COM ports will be removed.

[4] Menu item File = Load CS-MBGW-Utility
configuration
Loads a previously saved configuration.

[5] Menu item File > Save CS-MBGW-Utility
configuration
Creates a backup file of current configuration.

[6] Menu item Options = Network Bandwith
Sets an indication about connection speed between the
PC and connected ComServer(s) for internal timing
settings.

[7] Menu item Options = Connect Type
Select if internal communication protocol between this
tool and listed devices will be exchanged readable or
encrypted (by default).
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B

,,"; ComServer Modbus-GW Utility

Options  Help

Weidmiiller 3£

Eile Device Detection COM Configuration
L. n\dp. Map COM

unmaT
Broadeast | Device gy CoRT

=-] ComSenver Modibus-Gvy Ut

Rermowve All Devices

Remove Selected Device |

Device List

Weidmiiller 3t

&= Device List

&1 VCOM Ports (This PC) |+ Murnber

|P address

| MAC Addrass

| System Name

|M0del | Status |

-GW Utility

¥a ComServer Modbus

File Device Detection
O Mew CS-MBGW-LUtility configuration 3

& Load C5-MBGW-Utility configuration
@ Save CS-MBGW-Utility configuration m

Options

Help

Device table containing detected or configured devices of type
|IE-CS-MBGW-2TX-1COM (ComServer /Modbus-Gateway)

4 Bt
-8 WCOM Port

o UEVICE LIS( .. CombServer Modbus-GW Utility

File | Device Detection

[1b]

f\‘?z Broadcast Search
B"f +8 Add Dewce by IP

2b

Options Help

=] . Cnmﬁemrl\a‘lndhus GW'Ul
g8 Dewvice List
----- . \/COM Parts (This PC)

& ComServer Modbus-GW Utility

File Device Detection

f

arotdeast

1&‘4?

‘_—’I

'H-

£ >

11°)

= . CDmSer\ferModbus GW UL Remave All Dawmsl

Optin ns Help

Network Bandwidth * [

Intranet, T1 or faster
Internet, ADSL or cable modem
Modem, wireless or lower
3G, ping time > 3 seconds
J

Connect Type [

Rerm

B D=vice List

N VCOM F’Drts (This PC) | + Number ’IPaddress

& ComServer Modbus-GW Utility

File Device Detection

Note: After clicking the window's Minimize () or Close (X) icon the program is still running

For program termination either use File -> Exit or click optien Exit of Windows system

f‘/—_-;

Eroadeast

e\llee-

1}‘1?

D
| Svstg‘

[ MAC Address

Options Help
Metwork Bandwidth  »

v Encryption Connect

NoEncryption Connect . ‘

= M ComServer Modbus-GiW Lit
- Device List
-4 WCOM Parts (This PC)

Remove All De\.-icasl Remove Selected Device |

| MAC Address

+Mumber |IF address
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6.4 How to configure a Virtual COM Port and assign to a ComServer

Step 1: Start a broadcast search via button ‘Broadcast’ for ComServer detection. Select a found
device and click “Add to Device List". Alternatively use button “Add Device” to insert a
ComServer directly via a known IP address.

Step 3: Click on menu item <IP address> item to initiate the communication with the selected device.
To grant access enter same password as used for Web interface access.

B8 ComServer Modbus-GW Utilit

File Device Detection COM Configuration

Options  Help

—

=8 ComServer Modaus-Gi Ut

[Femove All Devices|

Remove Selected Device |

Device List

Weidmiiller 3£

9 Refresh |

B8 ComServer Madb

File Device Detection onfiguration  Options  Help
I |

1= (ideAt

Brosdeast | Uevicom| 7" | T

78 Device List

&4 OOM Ports (This PGy ||+ Mumber _[IP address

| MAC Address

| Systern Name

[ Model [ status |

SelectAll Clear All

AddtoDevice List |

Cancel

-8 ComServer Madbus-Giwf Ut
-8 Device List
E-6% 192.168.50.40
¥ portl
& COM Pants (This PC)

Device Data
Model

System Name

Systarm Description

System Localion

IP Address

MAC Address

Firmware Yersion

Service Mode

Weidmiiller 3£}

192.168.50.40)
addmin
Enter Password [

QK Cancel

UserName

1]

Step 2: Added device now appears in the device list.

|7 ComServer Modbus-

File Device Detection CC

Options  Help

=

s o [

-« «f

ComServer Modbus-GW u«‘
& Device List

Remove All Devices

Remove Selected Device |

Device List

Weidmiiller 3t

B8 192.163.50.40

§ portt
24 \VCOM Ports (This PC)

+ Number

P address

[mAaC Address

[System Name

{9 Fefrech |
[Modet [stans

192.168.50.40

0016 7E1D:0EBF

Wy System Name

|E-CE-MBGW-2TX-1COF Alive, Locked
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[ ComServer Modb

File Device Detection

o Options Help

Step 4: After successful connection some basic identification data and device settings will displayed.

=
Vg SH €
Eroscoust | (ibocpm| 7| EOT

-] ComServer Modhus-Gi Ut
-8 Device List
% 192 168.50.40
: L port
L¢84 WCOM Ports (This PC)

132.168.50.40 > Device Data

Model

System Name

Weidmiiller 32

I\E—CS—MEG\N*ZTX—T COM

Retrived system

[My System Mame

identification data

Systern Description [y System Dieseription

System Lacation

IP Address

MAC Address

Firrmware \ersion

Service Mode

|My System Location

1921685040
00:16:7E:1 D:0E:BF
3.04

Currently active

[irtual coM

service mode
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6.4 How to configure a Virtual COM Port and assign to a ComServer (ongoing)

Step 5: Click on button “port1” retrieves the current device configuration regarding Service Mode and Port settings. This
window is used for creating a Virtual COM Port which will be assigned to serial port1 of this device.

Ele Device Detection COM Configuration  Qptions  Help

A | e ‘ 2

" N currently active Service Mode.
VLK 192.160.50.40 -> Port] : Virtual COM Port Mapping 1
Active Sorvice Mgdo
Virtuol COM

1
This line shows the ComServer's

Via section Device Configuration the
ComServer can be set (re-configured) to

: : service mode ,Virtual Com*. This feature is
Sovce sz o™ useful if the ComServer s running a

Data Bit

different service mode (eg. TCP Server).
This section allows to re-configure to mode
,Virtual Com* without using the Web
interface.

|
Via this section a Virtual COM Port will be
created on this PC and mapped to this
connectet“i ComServer.
Section Device Connections displays the current
connection status of the ComServer. In this
example the ComServer is waiting for establishing
a single VCOM connection (due to current setting
of parameter Max. Connections = 1).

Note: Afte

Step 6: Click button “Create/Map Virtual COM” to create/add a new COM port.

Eile_Device Detection COM Configuration Options _ Help

&
e
\rl

192.168.50.40 > Port] : Virtual COM Port Mapping
Active Service Mode
Virtusl COM

Device Configuration for setting Service Mode 'Virtual COM'

Made Seftings Seri

Fort Alies

syplion (SSUTLS) T Intertace
[1000 Boudrate

[aaor

Configuration Virtual COM Port
Manager
Virual COMPort [COM2 +| M port

Device Connections

e ol et o Vria Sl pok New virtual COM port (COM2) now is created (active)

[Comecid  [a00  [1ez1605037  [cowz umspveoneor | @——— and assigned to ComServer with IP 192.168.50.40.
I \

\

[

[

Note: This section shows the status from the
ComServer's perspective to which PC it is

Host' shows the IP address of this PC.
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>

Step 7: After successful mapping of the virtual COM port the new one can be
monitored as sub item of menu ‘VCOM Ports (This PC)'.

Eile Device Detection COM Configuration Qptions Help

B Status information

(=8 Comserver Modbus-Gw Ut| | Link Information

5 Device List Vituel COMPorttemo come (=] Discannect Unma of running virtual
- 192.166.50.40 Fiormots D co
IRy emote Device M port.
(16 VCOM Ports (This PC) System Device [E-Cs-4BGW-2Tx-1C0M
4otz
'* Egconc] Setisl PortName — [oodl (Pord)

IPAddress [192168 5020
Data Port 4000

Connection Status  [connected

Serial Part Setlings

iedece [pgez <] Py o g
Baudrate ’m Flow Control g -
DataBits [; <] Peromance [Thoughpt <]
Stop Bits ’ﬁ
Connection Statistics
Transmit Data. yni Bytes
Receive Data yni Bytes
Peconnecton Atempts [0 Times
Reload

< >4

Note: After clicking the window's Minimize () or Close () icon the program is still running in Windows System tray.

For program termination either use File -» Exit or click option Exit of Windows system tray icon.

connected. For this reason, parameter ,Destination

Result: The PC application should be able to communicate with a serial
device connected to the ComServer by addressing PC's virtual
port COM2.

Important note:

1. Arunning virtual COM port cannot be seen as assigned COM port in the
Windows Device Manager (Section Ports COM & LPT) but it can be selected
by programs/applications which uses a COM port to communicate with a serial
device. For checking which virtual COM port(s) have been created and
assigned by this utility you need to open menu item ,VCOM Ports (This PC)'.

2. Aconfigured and connected virtual COM port is stored permanently on the PC.
If not explicitly removed the virtual COM port automatically will go active again
after next PC's start or reboot and tries to re-connect to the assigned
ComServer if available. (For removing and release of the virtual COM port
please refer to next page).
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6.5 How to disconnect from a ComServer and removing a Virtual COM Port

Disconnection:

For disconnecting the virtual COM port from the ComServer one of the ‘Unmap/Disconnect’ buttons can be used
(see 3 markings in screenshots below). After unmapping the COM port number still is assigned to this utility and

can be used again for a reconnection to the ComServer.

FileDevice Detection COM Configuration Options _Help

Modbus-GVW Ut 192.168.50.40 -> Port] : Virtual COM Port Mapping

&8 Device List Activa Servico Mode
5 @ 1921685040 Virtusl COM
¥ pom (COM2)

1@ VOOM Forts (Thie ey | Device Configuration for setting Service Mode Virtual COM'
Made Setings Seriol Port Setings
Senice Mode Viruel COM Port Alias. Port)
Data Encryption (SSUTLS) [~ Interfoce  [Rs232 ]
Data Port [+000 Boudrate 75200 -
Control Port @ataPorel)  [4ga1 DeiaBits [ K|
Idie Timeout (0-65535 secs) [0 Stop Bits fi i|
Alve Check (0-65535 secs) (4 Pariy [No |
Max Connactions (1 -5) i <] FlowCool [ Fiow B

Poormence [Toughon <]

Configuration Virtual COM Port

Viruel COMPort [COM2 v

Device Connections

Connection Status Data Port  Destination Host  Virtusl COM Port
[T [Connected 4000 [rs2 1685097 [comz

| [ [ [

] [imil] [

[ [ [

[EE il [

Rolosd |

Weidmiiller 3¢

Note: A Virtual COM Port anly can be created

on this PC and mapped o the ComServer

ifthe dewice is configured for service mode 'Virtual COM'
fnot configure and apply the setings before tyingto
craate /map & vitual COM Port

Ifactive service made is not setfo Virtual COM'

or paramsters of Virual COM mode need 10 be

edapted, configure and apply these setings

befare trying 1o create / mep & virtual COM Port

Apply Sefings 1o Device

A running virtual COM port cannot be seen as assignad COM portin Windaws Device Manager
(Ports COM/ LPT) butt can be addressed by programs/applications which uses & COM port
to communicate with & senal device. To check which virtual COM por(s) are running

anthis PC open tree menu tem VCOM Ports (This PC) of this usiity

Eile Device Detection COM Configuration Qptions  Help

=8 ComServer Modbus-Giw Ut [ Link Information

) 8 Device List Virtual COM PotName  COp2 - Di L
=& 192.168.50.40 ricomes Lanep)

T poricom?) Remote Davice

(=6 VCOM Ports (This PC) System Device \\E-cs-MEGw-ZTx-w COM
Efco Serizl PotNeme  [pori (Portl)
1P Address [192 166 5040
Data Port Wm

Connection Status  [connected!

Serial Part Sottings

mierace [Rzaz x| Perity No B
Boudrete [15000 =] FlewCenrol  [Ng S
DetaBis [; 7] Peromence [Troughow ]
SwpBits ;7 -]

Connection Statistics

Transmit Data ,ﬂi Bytes

Receive Data [ Byss

Reconnecton Afiempts ,ﬂ— Timas
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Remove (and Program Exit):
A created virtual COM port can be removed and released when exiting the program.

Step 1: Select File > Exit (Drop-down menu) or click alternatively entry “Exit” of program icon in the
Windows system tray.

_‘; ComServer Modbus-GW Utility
Aal File Device Detection COM Configuration Options Help
O New CS-MBGW-Utility configuration
& Load CS-MBGW-Utility configuration
I Save CS-MBGW-Utility configuration
+8.50.40 > Portl : Virtual COM Port M¢

| — . UEVICE LISt Active Service Mode
=& 192.166.50.40 Vinual COM

Step 2: After click on Exit below window appears for selection how to go on with created virtual COM

port(s). Select either option
- Keep the defined virtual COM ports residential and running or
- Remove defined Virtual COM ports
to remove and release all defined virtual COM ports completely after program exit.

Weidmiiller 3£

ComServer / Modbus-GateWay Utility will be terminated.

Select Exit Canditions
Keep defined Wirual COM port(s) running W
Remove defined Vitual COM poris) -

If wou keep running defined virtual COM port(s) you still can use them

for communication to the assigned ComServer(s) |[E-CS-MBGW-2Tx-=xCOM
after program termination. Also, after 8 FC reboat ar next

power-up the residential virtual COM port(s) autormatically will be
re-activated and can be used for ComSenser communication again.

If checkbox "Femowe Virtual COM ports" is selected, then all defined
wirtual COM ports will be removed, and the assigned COM numbers
will be released farfree use.

Impaortant;

A tunning wirtual COM port cannot be seen as assigned COM portin
Windows Device Manager (Ports COM / LPT) but it can be addressed
by programs/applications which uses a COM port to communicate with
a getial device. To check which wvirtual COM port(s) are running on this
PC open menu item YCOM Forts (This PC) of this utility.

Exit
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Weidmiiller 3£

6.6 Firmware requirement of IE-CS-MBGW-2TX-1COM for use with ComServer / Modbus Gateway Utility

Please consider that at least Firmware version 3.03 (or higher) has to
be installed on device IE-CS-MBGW-2TX-1COM to be compatible with
ComServer / Modbus Gateway Utility. A connection to devices having
previous version 3.02h or lower will be refused and an error message
will be displayed.

If necessary, download latest firmware version from the Weidmiiller
Online Product Catalogue and upgrade the device. For download select
or search device name IE-CS-MBGW-2TX-1COM or part number
2682600000 and refer to section ‘Downloads’.
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=]
File Device Detection Options Help
r—“
g 4"
Broadcast fe«oe-
= & ComSeyer Modbus -GWUt  Remove | ) ¥ Refresh
=8 Device List s Nud Broadcast Searching [ l I
5@ 192.168.50.40 w ANRNRRNRRENR AN AN AN Model Status
¥ portl 1 DA Des IE-CS-MBGW-2T, Alve, Locked
%% VCOM Ports (This PC) 2192 168 50 35 DeviceServer-DEFAULT IE-CS-MBGW-211

W-2TX-1COM, IE-CS-MBGW-2T

350 40, IE-CS-MB

192168

B Weidmuller ComServer Modbus-GW Utility

ComServer / Modbus Gateway with IP address <192.168,50.39> cannot be added
to the device list due to an incompatible firmware version. The device needs to be
upgraded with firmware version V3.03 or higher.

Error message if trying to
connect to a device running
firmware version 3.02h or
lower.

——

1
Clearal |

Cancel

Add to Device List I

< >

Note: After clicking the window's Minimize () or Close (X) icon the program is still running in Windows System tray.
For program termination either use File -> Exit or click option Exit of Windows system tray icon.
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A) Application Examples

Subsequent pages provide some application examples in terms of the configurable device features (Operation Modes).
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A1) Sample application for service mode “Virtual COM”

Scenario: PC application is communicating with a remote serial device via
the ComServer (Serial / Ethernet Converter) by addressing a

(virtual) COM Port.
Microsoft Windows PC
Software application
for seral dovloe Installed virtual
E/?: (g(e)s,\:gg the device COM port: COM2

IP: 192.168.50.97

Ethernet
Serial Line
(RS232, 115200,
IE-CS-MBGW-2TX-1COM 8, 1, None)
Configured Service Mode:
Virtual COM

Device with serial

- interface
IP: 192.168.50.40

Note: For preparing this application all settings can be done using only
ComServer/Modbus-GW Utility, including ComServer configuration
for service mode ,Virtual COM', which will be set by internal
communication between the software and the connected
ComServer.

An additional device configuration via Web interface only is
necessary if other parameters like Device Description, Timer/Event-
Log settings or special settings regarding data processing
parameters shall be done.

February 02, 2023 / Edition 1.3.1

Configuration settings of ComServer/Modbus-GW Utility for illustrated application:

Weidmiiller 3£

= comserver Modbus-Gw Utility (=]
File Device Detection COM Configuration Options Help
|
&N et Weidmiiller 3t
el |l 5 e elamurier
=8 ComServer Modbus-GW Lt 192.168.50.40 > Portl : Virtual COM Port Mapping
- Device List Active Service Mode
| B 1921685040 [Vmual COM
H ¥ porl(COMZ) - - = -
@ \COM Ports (This ) | [ Device Configuration for setting Service Mode Virtual COM
Made Setiings Serial Port Setings
Senvice Mode irtusl COM Port Alias ForD Note: A Virtual COM Port only can be created
on this PC and mapped to the ComSenser
i3 EnEysi @) ligsifes RS232 7| ifthe device is configured for service mode "Virual COM!
Data Part 4000 Baudrate 115200 <] Ifnot, configure and apply the seftings before trying ta
e — create/map avitual COM Port.
Control Port (Data PortT) —— J4og1 Dafafis g | Ifactive service mods is not setta "Virtual COM'
Idle Timeout (0- 65535 secs) g Stop Bits 1 <] orparameters of Virual COM mode need to be
_ —  adapted, configure and apply these setiings
Az Cieek(0-E3150e=) | Pty Mo | before trying ta create f map a virual COM Part
hax. Connections (1 -5) 7 > Flow Control  [145 Flow -
Perormance [Thoughpw = Apply Seftings to Device
Configuration Virtual COM Port
A running virtual COM port cannot be seen as assigned COM part in Windows Device Manager
- Create/Map (Parts COM/LPT) bt it can be addressed by programsfapplications which uses a COM port
virual COM Pt [00Mz 2] | e e chack Wi e O porl(s) are running
on this PC apen tree menu item VCOM Forts (This PC) of this uility:
[ Device Ci
Caonnecfion Status DataPort  Destination Host  Virtual COM Port
1 [oonnected 4000 [192.188.50.97 [come Unmap VCOM Port
2 | | | Unmap YCOM Port
3 [ | Unmap VCOM Port
[ [ | Unmap VCOM Part
5 | | | Unmap YCOM Port
e > Reload
Note: After clicking the window's Minimize () or Close (X) icon the pragram is still running in Windaws System tray.
For program termination either use File -> Exit or click option Exit of Windows system tray icon. 4

Service mode settings shown by Web interface after setup by ComServer/Modbus-GW Utility:

Industrial ComServer / Modbus Gateway

|IE-CS-MBGW-2TX-1COM

Expand Tree Menu
System Information

£y Basic Settings
Device Description
IP Configuration
Ethemet Port Sstting
Time Setting
Admin Password

£ _4 Serial Port Setting
Serial Configuration
Data Processing

IP)

= 1 System Wamnings
Syslog Setting
SMTP Setting

PN PN N I}

SNMP Trap Setting
Euont Galact

Serial Port Settings — Service Mode

Service Mode: [ Virtual COM

v

Port1

Data Encryption (SSLITLS)

O Enable ® Disable

Idle Timeout

0

0~65535 secs

Alive Check

40

0~65535 secs

Max Connections.

2

=5
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A2) Sample application for service mode ‘TCP Server’

Scenario: Control/Monitoring Device is communicating with remote serial
device via the ComServer (Serial / Ethernet Converter) by TCP
protocol. The Control/Monitoring Device establishes actively the
TCP/IP connection to the ComServer.

TCP Client

Opens actively a TCP/IP
session with
ComServer. Data
exchange shall run
using TCP / Port 4000.

Any Ethernet Control/Monitoring Device

IP: 192.168.50.97

|[E-CS-MBGW-2TX-1COM
Service Mode: TCP Server

ComServer is acting as TCP Server. Waits
passively for host computers to establish a
TCPI/IP connection.

Any payload of a received IP packet will be
sent out to the serial interface and vice
versa.

February 02, 2023 / Edition 1.3.1

Ethernet

Serial Line
(RS232, 115200,
8,1, None)

Device with serial
= interface
IP: 192.168.50.40

\J

Serial Port related ComServer settings for illustrated application:

Collapse Tree Menu
& System Information

[ 4 Basic Settings
& Device Description
£ [P Configuration
& Ethernet Port Seiting
B Time Setting
& Admin Password

[F 4 Serial Port Setting
[ Serial Configuration
[& Data Processing
B Service Mode

E 4 System Warnings
B Syslog Setting
By SMTP Setting
£ SNMP Trap Setting
£ Event Selection

Serial Port Settings — Serial Configuration
Portl
Port Alias Portd
Interface RS5232 v
Baud Rate 115200 ~
Data Bits 8
Stop Bits 1
Parity None ~
Flow Control None ~
Performance O Throughput @ Latency

Collapse Tree Menu
B System Information
= _4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
=l 4 Serial Port Setting
By Serial Configuration
[ Data Processing
B Service Mode
= 4 System Warnings
By Syslog Setting
B SMTP Seiting
B SNMP Trap Setting
By Event Selection
E 4 Monitoring/Diagnostics
Ey Sysitem Event Log
B Modbus Traffic Monitor

=S NTE T

I}

B
B
B
B

Serial Port Settings — Data Processing ‘

Note:
Port1 These parameters for
Serial to Fthernet Data Transmission data flow control are
Force TX Interval Time | 0 ms optional and do not
Delimiter(Hex 0~ [1]00  [2Joo |3 [oo [+ Joo need to be changed

Flush Data Buffer After | 0 ms

for most applications.
]

Ethernet to Serial Data Transmission
Delimiter(Hex 0~ff) 1 oo [2:Jo0 3: [ oo [4:T 00
Flush Data Buffer After 0 ms

Note: Parameters for data processing only are valid for service modes Virtual COM
Port, TCP Server, TCP Client and UDP Server/Client. For Modbus service modes
these data processing parameters do not have any effect. Modbus related parameters
have to be configured in the Web menu of the selected Modbus service mode.

Collapse Trae Menu
& System Information
£l 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
= 4 Serial Port Setting
By Serial Configuration
B Data Processing
By Service Mode
B 4 System Warmnings
B Syslog Setting
By SMTP Setting
B SNMP Trap Setting

3

B
B
B
B

Serial Port Settings — Service Mode
Service Mode: [ TCP Server ~
Port1
Data Encryption (SSLTLS) (JEnable ® Disable
Telnet Negotiation OEnable @ Disable
TCP Server Port 4000
Idle Timeout 0 0~65535 secs
Alive Check 40 0~65535 secs
Max Connections 2 v |1~5
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A3) Sample application for service mode ‘TCP Client’

Scenario: Control/Monitoring Device is communicating with remote serial device
via the ComServer (Serial / Ethernet Converter) by TCP protocol. The
Control/Monitoring Device is configured as TCP Server for data
reception forwarded by ComServer.

TCP Server

Waits passively for
ComServer (TCP Client) for
establishing a connection
(TCP / Port 4000) for data
exchange received from
serial device.

Any Ethernet Control/Monitoring Device

IP: 192.168.50.97

|[E-CS-MBGW-2TX-1COM
Service Mode: TCP Client

ComServer is acting as TCP Client.

Establishes actively a connection to defined
TCP Server (192.168.50.97 / TCP / 4000) to
forward data received by the serial device.

Any received serial data stream will be sent
out to the Ethernet interface and vice versa.
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Ethernet

Serial Line
(RS232, 115200,
8,1, None)

Device with serial
= interface
IP: 192.168.50.40

Serial Port related ComServer settings for illustrated application:

\J

Collapse Tree Menu

(& System Information
[ 4 Basic Settings
Ey Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
[Z 4 Serial Port Setting
[ Serial Configuration
B Data Processing
B Service Mode
[Z 4 System Warmnings
B Syslog Setting
B SMTP Setting
B SNMP Trap Setting
E Event Selection

el
B
e
Bl

Serial Port Settings — Serial Configuration

Port1

Port Alias Portd

Interface RS232 -
Baud Rate 115200 -
Data Bits 8 v
Stop Bits 1 v
Parity None -
Flow Control None -
Performance O Throughput ® Latency

Collapse Tree Menu
B System Information
= _4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
E 4 Serial Port Setting
By Serial Configuration
[ Data Processing
By Service Mode
E 4 System Warnings
B Syslog Setting
B SMTP Setting
B SNMP Trap Setting
B} Event Selection
= 4 Monitering/Diagnostics
B System Event Log
B Modbus Traffic Monitor

[P 7 [P [ [

Serial Port Settings — Data Processing

Note:
These parameters for

Portl

Serial to Ethernet Data Transmission

data flow control are

Force TX Interval Time | 0

optional and do not

need to be changed

for most applications.
]

DelimiteriHex 0~ [1:Jo0 20 3 Joo [+ Joo
Flush Data Buffer After | 0 ms

Ethernet to Serial Data Transmission

Delimiter(Hex 0~f) 1:Joo [2-]oo0 3 Joo [+ o0

Flush Data Buffer After 0

ms

MNote: Parameters for data processing enly are valid for service modes Virtual COM
Port, TCP Server, TCP Client and UDP Server/Client. For Modbus service modes
these data processing parameters do not have any effect. Modbus related parameters
have to be configured in the Web menu of the selected Modbus service mode

Collapse Tree Menu
£ System Information
El 4 Basic Settings
B Device Description
B IP Configuration
B Ethemnst Port Setting
& Time Setting
& Admin Password
El 4 Serial Port Setting
B Serial Configuration
[ Data Processing
[ Service Mode
B4 System Warnings
B Syslog Setting
B SMTP Setting
E SNMP Trap Setting
B Event Selection
= 4 Monitoring/Diagnostics
By System Event Log
B Modbus Traffic Monitor
B Alive Message

B Ping

Serial Port Settings — Service Mode

Service Mode: | TCP Client

Port1

Destination Host IP Address TCP Port
TCP Server 1 192.168.50.97 4000
TCP Server 2 65535
TCP Server 3 65535
TCP Server 4 65535
TCP Server 5 65535

TCP Connection Settings

Idle Timeout

0

0~65535 secs

Alive Check

40

0~65535 secs

Data Encryption (SSL/TLS)

O Enable @ Disable

Connect on

@ Startup () Any Character
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Ad4) Sample application for service mode ‘UDP Server/Client’

Scenario: 2 Control/Monitoring devices shall communicate with a remote serial device via the
ComServer (Serial / Ethernet Converter) by UDP protocol.
- Control/Monitoring Device 1 is configured as UDP Client pushing data to serial device

via ComServer.

- Control/Monitoring Device 2 is configured as UDP Server for serial data reception

forwarded by ComServer.

Ethernet Control/Monitoring

Ethernet Control/Monitoring

Device 1

/ Port 4000).

UDP Client

Sends actively data to serial
device via ComServer (UDP

Device 2
‘ UDP Server

Listens (UDP / Port 4001) for

data from ComServer (UDP

Client) sent from serial

device.

IP: 192.168.50.97

IP: 192.168.50.98

Ethernet

|IE-CS-MBGW-2TX-1COM
Service Mode: UDP Server/Client

ComServer is configured to act for both:

Serial Line
(RS232, 115200,
8,1, None)

Device with serial
interface

IP: 192.168.50.40

- being UDP Server for Ctrl/Monitoring Device 1
- being UDP Client for Ctrl/Monitoring Device 2
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Serial Port related ComServer settings for illustrated application:

\J

Collapse Tree Menu

[& System Information
[F _4 Basic Settings
& Device Description

Serial Port Settings — Serial Configuration

[ SMTP Setting
[ SNMP Trap Setting
& Event Selection

= 4 Monitering/Diagnostics
& System Event Log
[ Modbus Traffic Monitor

T Ale Waccans

[ [P Configuration Port1
& Ethemnet Port Setting Port Alias Part0
& Time Setting Interface RS232 v
& Admin Password Baud Rate 15200 -
[ _4 Serial Port Setting
[y Serlal Configuration Dt 5 hd
[ Data Processing Stop Bits 1 -
B Service Mode Parity None v
== D? ys;;go\;v;:l&?f; Flow Control None b
Ey SMTP Setting Performance O Throughput @ Latency
& SNMP Trap Setting
B Event Selection
Collapse Tree Menu ; i i ‘
B System Information Serial Port Settings — Data Processing Note:
= _y Basic Settings .
B Device Description These parameters for
& IP Configuration :‘"“I — data flow control are
: erial to Ethernet Data Transmission .
(| $Ihemset Port Setting — - optional and do not
ime Settin, orce nterval Time ms
B Time Seting = need to be changed
B Admin Password Delimiter(rex 0-f) [0 20 3 [oo [+ Joo for most avplications
Elw| Skl F’Ur‘t iy . Flush Data Buffer After | 0 ms | pp =
& Serial Configuration
[ Data Processing
[ Service Mode Ethernet to Serial Data Transmission
By System Warnings Delimiter(Hex 0~ff) 1o J2:-Joo 3 Joo [+Joo
B Syslog Setting Flush Data Buffer After 0 ms

Mote: Parameters for data processing only are valid for service modes Virtual COM
Port, TCP Server, TCP Client and UDP Server/Client. For Modbus service modes

these data processing parameters do not have any effect. Modbus related parameters

have to be configured in the Web menu of the selected Modbus service mode

Collapse Tree Menu
B System Information
= 4 Basic Settings
& Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
= 4 Serial Port Setting
By Serial Configuration
(& Data Processing
[ Service Mode
[ 4 System Warnings
Bl Syslog Setting
B SMTP Setting
E SMNMP Trap Setting
E Event Selection
= 4 Monitoring/Diagnostics
B System Event Log

E
B
B
Bl

Serial Port Settings — Service Mode

Service Mode: | UDP Server/Client

Port1

UDP Server Mode ® Enable O Disable

Listen Port 4000

UDP Client Mode @® Enable C Disable

Destination Host Ranges Start IP Address End IP Address UDP Send Port
Server Range 1 192.168.50.98 192.168.50.98 4001

Server Range 2 65535

Server Range 3 65535

Server Range 4 65535
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A5) Sample application for service mode ‘Modbus TCP Master to
Serial Slave Gateway’

Scenario: 3 Modbus RTU slaves (Sensors) shall be integrated into a Modbus TCP
application with Modbus TCP Master.
Modbus TCP Master Modbus TCP Slaves

(|

IP: u-remote 1/0 1 u-remote I/0 2 u-remote I/0 3
192.168.50.97 IP: 192.168.50.198 IP: 192.168.50.199 IP: 192.168.50.200
ID1 ID2 ID3
Ethernet

RS485 2-wire (19200, 8, 1, None)

pe e

ig

Modbus !
RTU Slaves

IP: 192.168.50.40

Sensor 2

Sensor 1 Sensor 3
ID 10 D11 ID 12
F-Code 3: F-Code 3: F-Code 3:
Register values: Register values: Register values:

Reg. 0: 100/ Hex 0064
Reg. 1: 101/ Hex 0065
Reg. 2: 102/ Hex 0066

Reg. 0: 200/ Hex 00C8
Reg. 1: 201/ Hex 00C9
Reg. 2: 202/ Hex 00CA

Reg. 0: 300/ Hex 012C
Reg. 1: 301/ Hex 012D
Reg. 2: 302/ Hex 012E

IE-CS-MBGW-2TX-1COM -> Service Mode: Modbus TCP Master to Serial Slave Gateway
Device is acting as Modbus TCP/RTU protocol gateway.

* Accepts a Modbus TCP request and forwards as RTU request to the addressed RTU slave.
» Forwards received RTU response as TCP response to the requesting Modbus TCP Master.
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Serial Port related Modbus Gateway settings for illustrated application:

[ Device Description
[y IP Configuration
[ Ethemet Port Setting
[ Time Setting
£ Admin Password

) _4 Serial Port Setting
[ Serial Configuration
[ Data Processing
[} Service Mode

= _4 System Wamings
1 Syslog Setting
[ SMTP Setting
[ SNMP Trap Setting
[ Event Selection

) _§ Monitoring/Diagnostics
[ System Event Log
[ Modbus Traffic Monitor
O Alive Message
B Ping

= _4 Management

System Information Serial Port Settings — Serial Configuration
=y Basic Settings
Device Descriptien
IP Configuration ot
Ethemet Port Setting Port Alias Portd
Time Setting Interface RS485(2-wires) v
‘ Admin Password Baud Rate 18200 -
= 4 Serial Port Setting
Serial Configuration Data Bits 8 v
Data Processing Stop Bits 1 v
B Senvice Mode Parity None v
=l yz:::ﬂ:v;:t':f; Flow Control None v
SMTP Setting Performance O Throughput ® Latency
SNMP Trap Setting
Event Selection
T TToT T = = =
[ System Information Serial Port Settings — Service Mode
Elw | EEYEES Service Mode: Modbus: TCP Master to Serial Slave Gateway ~

| Porti

| senal Protocol

Modbus RTU

TCP Server Connection Settings

TCP Server Listening Port 502

Wax. concurrent TCP Master Connections | 10 1~10

Inactivity Timeout 0 0 ~ 3600 secs
Alive Check 40 0 ~ 3600 secs
Modbus RTU Slave(s) Settings

Add Offset to Device(s) ID 0 -255 to +255
Response Timeout 1000 50 ~ 10000 msecs
Request Pause 0 0~ 10000 msecs

Monitored data traffic passing the Modbus Gateway:

%J

Collapse Tree Menu
System Information
=y Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
= 4 Serial Port Setting
Serial Configuration
Data Processing
Service Mode
=4 System Wamings
Syslog Setting
SMTP Setting
SNMP Trap Setting
Event Selection
= 4 Monitoring/Diagnostics
System Event Log
Modbus Traffic Monitor
Alive Message
Ping
© 4 Management
Access Security
Backup & Restors
Upgrade Firmware
Factory Default
System Reboot

\
request/

Monitoring/Diagnostics — Modbus Traffic Monitor Monitored
response process
[ Traffic Monitor | Enabled v cycles of:
No. [Time |Data Source Modbus Traffic / Status Data
1 1150-14.319 In- 192 168.50.94:58837 00 18 00 00 00 05 0A 03 00 00 00 03 i
2 1150-14.324 out: Portt 0DA03 00 00 00 03 04 B0 !
3 115014 544 0AD3 08 00 64 00 65 00 66 B3 BS Sensor 1 (|D 10)
i
4 115014544 00 18 00 00 00 09 0A 03 06 00 64 00 65 00 66 1
5 17577246 0 1C 00 60 00 06 08 03 60 06 00 03 1
5 11557:7.252 0803 00 00 00 03 05 61 !
7 11.577 484 In: Port1 0B 03 06 00 C8 00 C3 00 CAEE 6C Sensor2 (ID 11)
Qut. 1
8 11577 484 T55.158.50.94.56g39,___©0 1C 0000 00 03 0B 03 0 0D C8 00 €3 00 CA ]
5 ncomingModbus TCP Request  In: 192.166.50.54:58840 00 1D 00 00 00 06 0C 03 00 00 00 03 i
10 Fowarded RTU Request Out: Port1 0C 0300 00 000304 D6 1
11 ReceivedRTU Response In: Portt 0C 03 06012C 012D 01 2EF5 88 Sensor 3 (ID 12)
Out ]
12 Forwarded TCP Response 55 168509450840 00 100000 00 09 0C 03 06 012C 012D 01 2E 1
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A6) Sample application for service mode ‘Modbus Serial Master
to TCP Slave Gateway’

Scenario: 3 Modbus TCP slaves (Remote 10s) shall be integrated into a serial Modbus
application with Modbus RTU Master.
Modbus RTU Master Modbus RTU Slaves
Sensor 1 Sensor 2 Sensor 3

|
|1

RS485 2-wire (19200, 8, 1, None)

Modbus TCP Slaves

u-remote 10 1

u-remote 10 2 u-remote 10 3

il 1p: 192.168.50.198

i 1D 1 (real Device ID)
F-Code 3:

Register value:

Reg. 0: 08 / Hex 08

# 1P: 192.168.50.199
£ ID 1 (real Device ID)

F-Code 3:
Register value:
Reg. 0: 06 / Hex 06

IP: 192.168.50.200
ID 1 (real Device ID)
F-Code 3:

Register value:

Reg. 0: 10/ Hex 0A

IP: 192.168.
50.40

Adressed from RTU

Adressed from RTU Adressed from RTU
N!aster by Master by Master by
virtual ID 13 virtual ID 14 virtual ID 15

Ethernet

|IE-CS-MBGW-2TX-1COM -> Service Mode: Modbus Serial Master to TCP Slave Gateway

Device is acting as Modbus TCP/RTU protocol gateway.

Accepts a Modbus RTU request and forwards as TCP request to the TCP slave according to defined ‘Modbus

TCP slave List'.

Forwards the received TCP response as RTU response to the requesting Modbus RTU Master.

o The ‘Virtual ID’ is used to address several TCP clients - having the same real Device (Unit) ID - by a unique
ID. If configured for a slave entry in the “Modbus TP Slave List” a Modbus Master has to address this
‘Virtual ID’. The Modbus Gateway replaces it with the real Device ID and forwards the request to the TCP
slave. When receiving the response from TCP slave containing the real Device ID, it will be replaced by
Virtual ID and sent back to requesting RTU/ASCII Master.

o If not configured, the COM-Server handles the communication between RTU/ASCII Master and TCP Slave
via its real Device ID.
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Serial Port related Modbus Gateway settings for illustrated application:

mrapse-Tres T

\J

[y Event Selection
B4 Monitoring/Diagnostics
[Ey System Event Log
[ Modbus Traffic Monitor
@ Alive Message
By Ping
= 4 Management
By Access Security
[ Backup & Restore
[ Upgrade Firmware
@ Factory Default
B System Reboot

B System Information Serial Port Settings — Serial Configuration
) 4y Basic Settings
B} Device Description
By IP Configuration Bort]
By Ethemet Port Setling Port Alias Port0
By Time Setting Interface RS485(2-wires) ~
B} Admin Password R o200 ™
© 4 Serial Port Setting
[y Serial Configuration Data Bits 8 v
[ Data Processing Stop Bits 1 ~
B SEnEliEs Parity None v
B 4 System Wami
= 5 YZ:;'I‘DQ ;’;{'{Tﬁg; Flow Control None ~
B SMTP Setiing Performance © Throughput ® Latency
[} SNMP Trap Setting
Tollapse Tree Mena N N N
System Information Serial Port Settings — Service Mode
5 1y Basic Setiings .
JD Devi Dimipﬁn“ Service Mode: | Modbus: Serial Master to TCP Slave Gateway v
B IP Configuration
By Ethemet Port Setting [Pom ]
& Time Seting [ serial Protacal Modbus RTU v |
Bt Admin Password
w1 SeE S Add TCP Slave Device
[ Serial Configuration =
Device N;
[ Data Processing o
[ Senvice Mode 1P Address.
E 1y System Wamings TCP Port
B zﬁ;‘gse‘fim Device ID(Real)
ettin
g SNIP Trap Sgening Virtual ID(Alias) Optional

Inactivity Timeout

-1~ 3600 secs.

Response Timeout

1000

50 ~ 10000 msecs

Forward Master Broadcasts

Modbus TCP Slave List

Defined Modbus
TCP slaves

# | Device Name | IPAddress | TCP Port D?gi:;]m V:’A‘I‘i:'s‘)D (EE) Hespons M| onvariMos oy Operations
0 [u-remote 101 [192.168.50.198 502 1 13 B 1000
1| u-remote 102 [192.168 50,199 502 1 14 -1 1000
2 [ u-remote 103 [ 192.168.50.200[ 502 1 15 - 1000

Monitored data traffic passing the Modbus Gateway:

(s rSystem Information
= 4 Basic Settings
Device Description
IP Configuration
Ethernet Port Setting
Time Setting
Admin Password
= 4 Serial Port Setting
B Serial Configuration
[ Data Processing
B Service Mode
= 4 System Warnings
(& Syslog Setting
B SMTP Setting
[ SNMP Trap Setting
(B Event Selection
= 4 Monitoring/Diagnostics
[ System Event Log
[ Modbus Traffic Monitor
B Alive Message
B Ping
= _4 Management
B Access Security
[ Backup & Restore

b linarads Eirmawace

@ O

Monitoring/Diagnostics — Modbus Traffic Monitor

Monitored request /

response process

- cycles of:

| Traffic Monitor | Enabled v |

No. |Ti|ne | Data Source Modbus Traffic / Status Data

1 14:33:8.188 In: Port1 0D 030000000184C6

2 14:33:8.204 Out: 192.168.50.198:502 00 02 00 00 00 06 01 03 00 00 00 01 u-remote 1

3 14:33.8.206 In: 192.168.50.198:502 00 02 00 00 00 05 01 03 02 00 08 (V-ID 13)

4 14:33:8.208 Out: Port1 0D 0302 00 08 A9 83 _ |

5 Incoming Modbus RTU Request - Port! 0E 030000 00 01 84 F5 ‘

5 Forwarded TCP Request Out: 192.168.50.199:502 00 02 00 00 00 06 01 03 00 00 00 01 u-remote 2

7 Received TCP Response In: 192.166.50.199:502 00 02 00 00 00 05 01 03 0200 06 (V-ID 14)

8 Forwarded RTU Response Out: Port1 0E 03 02 00 06 6C 47 |

g 13527968 in” Port1 0F 030000000785 24 ‘

10 14:33:27.988 Out: 192.168.50.200:502 00 02 00 00 00 06 01 03 00 00 00 01 u-remote 3

11 14:33:27.990 In: 192.166.50.200:502 00 02 00 00 00 05 01 03 02 00 09 (V-ID 15)

12 14:33:27.992 Out: Port1 0F 030200091183
i 13 143356 128 in: Porti §703 00 00 00 61 64 OA 1
f 14 14:33:59.128 ERRCR ErrorReceived unit ID cannot be assigned to TCP Slave |

Example of error message for

wrong |D adressing (ID=1)
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